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Preface

This preface will help you get the best results from the Open NerveCenter™ documentation and
help, which includes printed guides, online guides, help, and contact information for OpenService,
Inc. and Open technical support.

This preface includes the following sections:

Section Description

Overview of this book on Includes an overview of the contents of this guide and what you need to

page viii know before you use the guide.

Overview of the Open Lists and describes the components of the Open NerveCenter support

NerveCenter Documentation and  system, including printed guides, online guides, help, and links to the

Help on page ix Open NerveCenter Web site and the Open technical support Web site.

Conventions on page xiii Describes the conventions that are used to help you find information
quickly.

vii



Overview of this book

Overview of this book

The Behavior Models Cookbook describes each behavior model shipped with Open NerveCenter.
Behavior models detect network conditions or events, correlate related conditions, and invoke
appropriate actions in response. NerveCenter comes configured for immediate use, but you can
easily customize it to meet the demands of your network environment. You can define groups of
devices you want to monitor, specify the critical events or sequences of events you want to detect,
and assign actions for NerveCenter to take.

Before reading this manual, you should be familiar with the following subjects and products: the
Simple Network Management Protocol (SNMP), common MIB-I1 objects, your network

management platform, and Perl scripting.

The Behavior Models Cookbook contains the following sections:

Title

Description

Chapter 1, Introduction

Chapter 2, Authentication Models
Chapter 3, Data Collection Models

Chapter 4, DBl Models

Chapter 5, Interface Satus Models

Chapter 6, Node Satus Models

Chapter 7, TCP Satus Models

Chapter 8, Troubleshooting Models

Chapter 9, Vlendor Models

Describes how to use behavior models shipped with Open
NerveCenter.

Discusses the network authentication behavior model.

Describes various behavior models that perform information
gathering tasks: list gateways, list devices missing system
information, log information from SNMP traps, identify
routing errors, log interface attribute values for ifEntry nodes,
identify nodes using a ping sweep.

Describes the behavior model that uses Perl to query and
write to a database.

Describes behavior modelsthat monitorsinterface error rates,
traffic, and status.

Describes the behavior models used for monitoring node
status and for downstream alarm suppression.

Discusses the behavior models used to monitor a network’s
TCP connections and transmissions.

Discusses the behavior model used to monitor the status of
NerveCenter's connection with the OpenView Platform
Adapter (OVPA) and the Inform Acknowledgement Queue.

Describes the groups of behavior models for usein
monitoring Cisco and Wellfleet (Nortel) routers, and Compaq
devices.

viii
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Overview of the Open NerveCenter Documentation and Help

Overview of the Open NerveCenter Documentation and Help

Welcome to the Open NerveCenter support system—designed to give you the answers you need.
This documentation explains important in-depth concepts, describes how to use NerveCenter, and
provides answers to specific questions.

Refer to the following for more information:

+  Viewing the Online Documentation on page ix

¢ Printing the Online Documentation on page Xi

+  Getting Help While Working in NerveCenter on page Xii

+  Accessing the Open NerveCenter \Web Site on page xiii

+  Accessing the Open Technical Support Web Site on page xiii

Viewing the Online Documentation

NerveCenter provides the complete set of booksin HTML format. You must have a Web browser to
view the HTML documents. You can use either Netscape Navigator or Microsoft Internet Explorer.
Using other browsers can limit your ability to take advantage of documentation features such as
full-text search. Refer to Release Notes for the browser versions supported with this rel ease.

You can display the HTML documents:

+ From the Start menu by selecting Programs, then OpenService NerveCenter, then Online
Documentation (Windows)

+  Opening thefilei ndex. ht M inabrowser (UNIX). Thei ndex. ht nl fileislocated in your
installation\ docs directory.

+ By selecting Online Documentation from the Help menu in NerveCenter Client or
NerveCenter Administrator.

When you have the online documentation displayed in your browser, select the document you want
to view from the tree in the | eft pane.

To facilitate navigation within the documentation files, each topic provides the name and a
hypertext link to its previous and next topic, aswell as to the book, chapter, and heading in which
the topic islocated. Thisinformation is displayed at the top of each page.

If you are not sure what book you need, use the full-text search feature to enter one or more terms
and then search for topics that contain the text you entered.

Tip  Instructions on using the online documentation and search feature can be accessed from the
How to use this documentation link in the browser’s window.
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Overview of the Open NerveCenter Documentation and Help

The following table lists the documents that ship with NerveCenter..

Table 3-1. The NerveCenter Library

Book Title Description Application  Audience PDF for Print

Release Notes Describes the featuresthat arenew in Al All r el not es. pdf
NerveCenter v3.8 and includes
up-to-date information, software
support, corrections, and instructions.

Getting a Quick Sart Providesapreview prior toinstalling  All New users gckstart. pdf
with NerveCenter and configuring NerveCenter for your

network. Takes approximately one to

two hours to complete.

Upgrading to Explains how to upgrade your current  All Installation upgr adi ng. pdf
NerveCenter 3.8 version of NerveCenter to team

NerveCenter 3.6.
Installing Helps you plan and carry out your All Installation i nstall. pdf
NerveCenter NerveCenter installation. Use the team

Release Notes in conjunction with this

book.
Managing Explains how to customizeand tune  NerveCenter ~ Administrator managi ng. pdf
NerveCenter NerveCenter after it has been installed. Administrator
Integrating Explainshow tointegrate NerveCenter NerveCenter ~ Administrator i nt egr ati ng. pdf

NerveCenter witha  with one or more supported network  Administrator
Network Management management platforms.

Platform
Learning How to Provides step-by-stepinstructionswith NerveCenter ~ Userswith | ear ni ng. pdf
Create Behavior examplesfor creating new behavior  Client administrative
Models models. privileges
Designing and Explains behavior modelsin depth, NerveCenter  Userswith desi gn. pdf
Managing Behavior ~ how to create new models or modify ~ Client administrative
Models existing ones, and how to manage your privileges

models.
Monitoring Your Explains how NerveCenter worksand NerveCenter  Users noni t or. pdf
Network how you can monitor your network Client and Web

most effectively. Client
Behavior Models Describes each behavior model NerveCenter ~ Userswith cookbook. pdf
Cookbook shipped with Open NerveCenter. Client administrative

privileges

Open NerveCenter:  White paper that explains how NerveCenter  Userswith downst r eam pdf
Downstream Alarm  NerveCenter handles downstream Client administrative
Suppression alarm suppression. privileges

X Behavior Models Cookbook



Overview of the Open NerveCenter Documentation and Help

Table 3-1. The NerveCenter Library (continued)

Book Title Description Application Audience PDF for Print
NerveCenter 3.8: An  White paper that describes the NerveCenter ~ Administrator NCOver vi ew. pdf
Overview components of NerveCenter and Client and and users with

explains how these components Administrator  administrative

interact with each other. You will also privileges

learn how NerveCenter interacts with
externa software, such as a network
management platform.

NerveCenter White paper that describes how NerveCenter ~ Administrator net cool | nt egr at e.
Integration with NerveCenter works with Micromuse  Client and and userswith  pdf
Micromuse Netcool/OMNIbusto help enterprises  Administrator  administrative
Netcool/OMNIbus monitor the status of their networks. privileges
NerveCenter: Node  White paper that describes how NerveCenter ~ Administrator nodecl ass. pdf
Classification NerveCenter classifiesthe SNMP Client and users with
version of anode. administrative
privileges
Quick reference cards PDF only. NerveCenter quick NerveCenter  All qui ckr ef erence.
reference cards provide convenient Client and pdf
reference material for some of the Administrator

more common NerveCenter tasks. The
following cards are provided:

+ Reference for monitoring
NerveCenter.

+ Referencefor installing
NerveCenter.

+ Reference for using behavior
models.

Printing the Online Documentation

The NerveCenter books, papers, and quick reference cardsin the library are also available as
Portable Document Format (PDF) files that you can open and print.

Note You must have Adobe Acrobat Reader installed to open or print the PDF files. You can
download Reader free of charge from Adobe's Web Site at the following address:
http://www.adobe.com

All PDF files arelocated in your installation\ docs directory. The three quick reference cards are
consolidated in one file named quickreference.pdf.
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Overview of the Open NerveCenter Documentation and Help

In addition to thefilesin the installation\ docs directory, four PDF files are also located in the root
directory of your CD so you can print them prior to installation. These four books are: Getting a
Quick Sart with NerveCenter (qckst art . pdf), Installing NerveCenter (i nst al | . pdf ), Release
Notes (r el not es. pdf ), and Upgrading to NerveCenter 3.8 (upgr ade. pdf ).

UNIX Man Pages for NerveCenter Commands

On UNIX systems, you can use NerveCenter man pages to find reference and usage information
about NerveCenter commands that you view from the UNIX shell as you would any other system
man page.

When you specify documentation during NerveCenter installation, the script installs nroff-tagged
man pages and automatically updates your system’s MANPATH environment variable to point to
the NerveCenter man page directory.

Getting Help While Working in NerveCenter

On UNIX and Windows, use NerveCenter online help to get immediate answersto your questions
about particular fields and windows. You can access help topics from the Help menu in any
NerveCenter application. In addition, context-sensitive help is available for NerveCenter windows
and dialog boxes. If you are using Windows, you can also obtain context-sensitive help for
data-entry fields.

The following table describes the ways context-sensitive help can be invoked:

Table 3-2. Methods for Getting Help

Platform Screen-level Help Field-level Help

Windows Select the Help button in any Select a data-entry field and then
window to display general press F1 or Shift+F1 to display
information about the window. information about the field.

UNIX PressF1 or select the Help buttonin  No context-sensitivefield-level help
any window to display genera is avail able. Descriptions of
information about the window. data-entry fields are availablein the

help topics.

To view NerveCenter help fileson UNIX, we recommend that you set your system fontsto medium
or large. If the help topics still do not display correctly, choose Large Font from the Options menu
in the help window.

Xii
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Conventions

Accessing the Open NerveCenter Web Site

Usethe Open NerveCenter Web site for current product information, downloads, and information
about product support. The address for this Web siteis:

+  http://www.open.com

Accessing the Open Technical Support Web Site

Use the Open Tech Support Web site to read current white papersrelated to NerveCenter, search the
knowledge base for answersto technical support questions, view the NerveCenter Frequently
Asked Questions (FAQ) page, automatically receive notice of product updates, post questions to
the Open support staff, contact Technical Support, find out about NerveCenter training, and get the
latest patches, upgrades, and utilities. The address for this Web siteis

+  http://www.open.com

Conventions

The screen shotsin this book were taken on Windows. Unless otherwise noted, the application is
the same on Windows and UNIX. For cases where the application is different on UNIX, a UNIX
screen shot has been included as well.

You should use the appropriate conventions for your platform. For example, when specifying a
path, use backslashes on Windows and slashes on UNIX. Significant differences between the
platforms are noted in the text.

Typographical Conventions

The typographical conventions used throughout the support system are described in the following
table:

Table 4. Conventions

Convention Description

GUIFont Used to depict graphical user interface (GUI) objects, such asfields, list boxes,
menu commands, and so on. For example: Enter your password in the
Password field.

Italics Used for placeholder text, book titles, new terms, or emphasis. Replace
placeholder text with your specific text.

For example, replace filename with the name of your file. Do not use file names
that contain spaces.

Code Used to show what commands you need to type, to identify pathnames where
filesarelocated, and to distinguish system or application text that is displayed to
you or that is part of a code example.

Preface
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Conventions

Table 4. Conventions (continued)

Convention Description

Key+Key Used to show that you must hold down the first key while pressing the second
key. For example, Ctrl+S means hold down the Ctrl key while you press S.

Toolbar buttons If toolbar buttons are available, they are displayed in the margin next to the step
in which you can use them. Other shortcuts are noted as tips. (Shortcut, or
accelerator, keys are displayed next to their respective menu choicesin the
applications themselves.)

Tips, Notes, and Cautions

Tips, notes, and cautions are used to emphasize information. The following samples describe when
each is used.

Tip  Used for nice-to-know information, like a shortcut.

Note Used for important information that you should know, but that shouldn’t cause any damage
to your data or your system if you choose to ignore it.

Caution Used for information that will prevent a problem. Ignore a caution at your own risk.

Xiv Behavior Models Cookbook



Introduction 1

This chapter describes how to use the behavior model shipped with NerveCenter ™.

Using Behavior Models

If thisis avendor-specific behavior model (Cisco, Compag, or Wellfleet (Nortel)), go to the section
Using Vendor-Specific Behavior Models Otherwise, to use this behavior model, perform these

steps:

- How to use a predefined behavior model:

1. Import the model. (See the book Designing and Managing Behavior Models.)

2. (Optional) Choose to customize certain settings for the model, such as poll and timer intervals,
counters, thresholds, alarm actions, and so on. See the section Optional customization in the
description of each behavior model for suggestions on customizing a behavior model. For
details about how to customize various elements of the behavior model, see Designing and
Managing Behavior Models.

3. Turn on the model.

a. From the NerveCenter Client's Admin menu, choose Alarm Definition List.

b. Right-click the model’s alarm(s) and choose On.




Using Behavior Models

Using Vendor-Specific Behavior Models

To use this vendor-specific behavior model (Cisco, Compaq, or Wellfleet (Nortel)), perform these
steps:

How to use a vendor-specific behavior model:

1. Decidewhich vendor’s base objects you want to monitor and note each object’s . asn file

under:
UNIX Windows
m bs/ vendor s/ vendor-name M b\ vendor s\ vendor-name

2. Add or remove the necessary MIB definitionsin:

UNIX Windows

m bs/ m bconp. t xt M b\ m bconp. t xt

Refer to the book, Managing NerveCenter .
3. Compilethe NerveCenter MIB. (Refer to the book, Managing NerveCenter.)

4. Reload the NerveCenter MIB. (Refer to the book, Managing NerveCenter.)
Follow the steps in the preceding section,Using Behavior Models on page 1.

Behavior Models Cookbook



Authentication Models

The authentication models reside under nodel s/ aut henti cat i on, and consist of:

Section Description

Authentication on page 4 Tracks authentication failures on the network.




Authentication

Authent

ication
Path: / nodel / aut henti cati on/ aut henti cati on. nod

This behavior model tracks authentication failures on the network. If more than three failures occur
within ten minutes, then NerveCenter sends a 1101 Inform to the network management platform.

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+ AuthFail (poll)

+  AuthQuickFail (poll)

¢ AuthFail (mask)

+ Authentication (alarm)

Events Sent to OpenView. Table 2-1 summarizes the events this behavior model sendsto

OpenView:

Table 2-1. Events Sent to OpenView by Authentication

Event Name Inform Number Description

NC_Authentication 1101 Thisinform event is triggered by the Authentication
alarm and indicates that three consecutive log in
attemptsfailed for the node. This event could indicate
that unauthorized access to the network has been
attempted.

For more information about integrating NerveCenter with OpenView or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence

+  Change Inform to Inform Platform for Netcool, TME, Unicenter

Behavior Models Cookbook



Data Collection Models

The data collection models reside under nodel s/ dat a_col | ecti on, and consist of:

Section

Description

AllTraps_LogToFile on page 6

GatewayL.ist on page 7

IfData_LogToFile on page 8

IPSweep (UNIX) on page 9

IPSweep (Windows) on page 10

NoSystemlnfo on page 11

RoutingMon on page 12

Repeatedly logs the information contained in all SNMP traps detected by
NerveCenter.

Identifies gateways and outputs them in the NerveCenter Client's Alarm
Summary window.

Repeatedly ogs noteworthy interface attribute values for every managed,
non-suppressed node that contains the ifEntry property.

(UNIX version) Identifies responsive nodes in the network that are not in
the Open NerveCenter database.

(Windows version) ldentifies responsive nodesin the network that are not
in the Open NerveCenter database.

Determines which devices are missing system information (name,
description, and contact).

Monitors routing activity by tracking nodesthat cross specified thresholds
for:

¢ |ICMP Destination Unreachable messages

¢ Time exceeded messages

+ |Pdatagrams discarded because no route could be found to deliver
them




AllTraps_LogToFile

AllTraps_LogToFile

Path: / nodel /data_col | ection/alltraps_| ogtofile.nod

This Behavior model repeatedly logs the information contained in all SNMP traps detected by
NerveCenter. Each alarm instance represents a single node.

On each transition, NerveCenter performsa“Log To File” alarm action so that reports on SNMP
traps can be produced.

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+  AllTraps (mask)

Events Sent to OpenView. AllTraps L ogToFile sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

6 Behavior Models Cookbook



GatewayL ist

GatewayList

Path: / nodel / data_col | ecti on/ gat ewayl i st. nod

Thisbehavior model identifies gateways—devicesthat forward | P packets—in amanaged network.
NerveCenter outputs all identified gatewaysin the NerveCenter Client’s Alarm Summary window.

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+ IfGateway (poll)

Events Sent to OpenView. GatewayL ist sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Poll intervals

+  Set pall conditions to detect additional information, such as gateways with high traffic,
gateways with errors, and so on.

+ Add aNerveCenter alarm action to write the list of gatewaysto alog or to an xterm window.

Chapter 3, Data Collection Models 7



IfData_LogToFile

IfData_LogToFile

Path: / nodel / data_col | ection/ifdata_|l ogtofile.nod

This Behavior model repeatedly logs noteworthy interface attribute values for every managed,
non-suppressed node that contains the ifEntry property.

On each transition, NerveCenter performsa“Log To File” alarm action so that reports on interface
attribute values can be produced.

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+ IfData(pall)

Events Sent to OpenView. IfData_L ogToFile sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  ChangeifEntry attributes polled to suit your own network management strategy.

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

8 Behavior Models Cookbook



IPSweep (UNIX)

IPSweep (UNIX)

Path: / nodel / data_col | ecti on/i psweep_uni x. nod

(UNIX version) This behavior model identifies responsive nodes in the network that are not in the
Open NerveCenter database. When NerveCenter finds such anode, it sends an SNMP trap to either
the node source (if oneis specified in NerveCenter) or the local host, so that i psweep can either
prompt population of the node database in the network management platform or in Open
NerveCenter.

IPSweep runs the ipsweep executable whenever the alarm transitions to the PingSweep state. By
default, the path for i psweep is:

[ opt/ GSI nc/ bin

If i psweep does not reside on this default path, you will have to modify the two Command alarm
action instances in the alarm definition for IPSweep with the correct path. For information on the
Command alarm action, refer to Designing and Managing Behavior Models.

Note If you are using the IPSweep alarm to populate a network management platform’s database,
turn off your network management platform’s network topology discovery.

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+  TruePall (poll)

+  |PSweep (dlarm)

Events Sent to OpenView. |PSweep sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

*  Set thetimer to perform the ping sweep

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

Chapter 3, Data Collection Models 9



IPSweep (Windows)

IPSweep (Windows)

Path: \ nodel \ data_col | ecti on\i psweep_nt . nod

(Windows version) This behavior model identifies responsive nodesin the network that are not in
the Open NerveCenter database. When NerveCenter finds such anode, it sends an SNMP trap to
either the node source (if oneis specified in NerveCenter) or to the local host, so that

| PSweep. EXE can either prompt population of the node database in the network management
platform or in Open NerveCenter.

IPSweep runs | PSweep. exe whenever the alarm transitions to the PingSweep state. By default,
the path for | PSweep. exe is:

C.\program fil es\ OpenServi ce\ nervecenter\bin

If | PSweep. exe does not reside on this default path, you will have to modify the two Command
alarm action instances in the alarm definition for | PSweep with the correct path. For information on
the Command alarm action, refer to Designing and Managing Behavior Models.

Note If you are using the IPSweep alarm to populate a network management platform’s database,
turn off your network management platform’s network topology discovery.

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+  TruePall (poll)

+  |PSweep (dlarm)

Events Sent to OpenView. IPSweep sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Set thetimer to perform the ping sweep

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

10
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NoSysteminfo

NoSysteminfo

Path: / nodel / dat a_col | ecti on/ nosyst eni nf 0. nod

This behavior model determines which devices are missing system information (name, description,
and contact). If you assign trouble tickets based on the value in the contact field, for example, that
information is very important.

You can use this model as atemplate to create other alarms that verify the presence of particular
MIB datathat you require in your environment.

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+  GotSysteminfo (poll)

Events Sent to OpenView. NoSysteminfo sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Poll intervals

+ If asubset of managed nodes is required to have system data initialized, change the
GotSysteminfo poll's property to target those devices.

+ Add actions to the noSysteminfo transition to log the occurrence or send e-mail to the person
responsible for maintaining the agent's system data. Add an SNMP Set action to set the system
dataif the attribute values are known and the agents are configured to allow writes.

Chapter 3, Data Collection Models 1
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RoutingMon

Path: / nodel / data_col | ecti on/ routi ngnon. nod

This behavior model monitors routing activity by tracking nodes that cross specified thresholds for:

+  |CMP Destination Unreachable messages

+  Time exceeded messages

+  |P datagrams discarded because no route could be found to deliver them

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+ RoutingDestUnreach (poll)

+  RoutingNoRoutes (poll)

+  RoutingTTLExpired (poll)

Events Sent to OpenView. RoutingMon sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+ Poll intervals
+  Poll conditions for ICMP message and | P datagram thresholds

12
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DBI Models

The DBI models reside under nodel s/ DBI , and consist of:

Section Description

ifEntry_LogToDBI onpage 14  Collects ifEntry metrics and logs them to a database.

13



ifEntry_LogToDBI

iIfEntry _LogToDBI

Path: / nodel /DBI /i fEntry_LogToDBI . nod

Collects ifEntry metrics and logs them to a database.

The model takes advantage of NerveCenter’s single threaded Perl interpreter by establishing a
connection and allowing each successive use (whether the same node or not) to utilize the
connection. Only in the event when a connection is dropped is an attempt made to re-establish.

TheifEntry datais collected via normal polls and then inserted into the database.

The table schemais as follows:

Table 4-1. Schema for IfEntry_LogToDBI

Field Type Null Key Default Extra
ipAddress varchar(16) YES NULL
ifindex int(11) YES NULL
ifinOctets int(11) YES NULL
ifoutOctets int(11) YES NULL
if Speed int(11) YES NULL
timestamp int(11) YES NULL

Note TheifEntry_LogToDBI alarm works only with mySQL database.

Property. Thefollowing property must be in the property group for the nodes you want to monitor:;

ifEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+ DBI_OK (pall)
+ DBI_NoConnect (poll)

Optional Customization. Below isalist of behavior model settings that you might want to

customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

¢ Update username and password information
+ Add/DeleteifEntry metrics (and update database tabl€)

¢  Poll intervals

+  Update DSN script to utilize a different database

14
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Interface Status Models

The interface status models reside under nodel s/ i nt er f ace_st at us, and consist of:

Section

Description

IfError Satus on page 16
IfLinkUpDown on page 18
IfLoad on page 20
IfUpDownSatus on page 22

IfUpDownSatusByType on
page 23

Monitors error rates on interfaces.

Monitors node interfaces.

Determines whether device load islow, medium, or high.

Determines whether each interface on a managed node is up, down, or

testing.

Manages the following types of interfaces:

*

*

*

*

Asynchronous Transfer Mode (ATM)

Integrated Services Digita Network (ISDN)

Fiber Distributed Data Interface (FDDI)

Frame Relay Permanent Virtual Circuit (PVC) subinterfaces
Frame Relay

Local AreaNetwork (LAN)

Switched Multimegabit Data Service (SMDYS)

Synchronous Optical Network (SONET)

Wide Area Network (WAN)

15
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IfErrorStatus

Path: /nodel /interface_status/iferrorstatus. nod

This multi-alarm behavior model monitors error rates on interfaces. When the interface error rates
are high, NerveCenter sends a 7000 Inform to the platform. If a high error rate persists,
NerveCenter sends a 7001 Inform to the platform. You can trigger other alarms that use
vendor-specific MIBs to further refine the problem and its cause.

Two additional alarms, IfErrorStatus LogToDB and IfErrorStatus L ogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on interface error rates can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
ifEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+ IfErrorRates (poll)

Events Sent to OpenView. Table 5-1 summarizes the events this behavior model sendsto

OpenView:

Table 5-1. Events Sent to OpenView by IfErrorStatus

Event Name Inform Number Description
NC_Interface Error 7000 The error rate for thisinterface is high.
NC_Interface ErrPers 7001 The error rate for thisinterface has been high over a

persistent period of time.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Set countersfor persistence
+ Poll intervals

+ Poll conditions for error rates

16

Behavior Models Cookbook



IfErrorStatus

+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)

Chapter 5, Interface Status Models 17



IfLinkUpDown

IfLinkUpDown

Path: /nodel /interface_status/iflinkupdown. mod

This multi-alarm behavior model monitors node interfaces. When an interface goes down and
remains down for a specified time (the default is three minutes), NerveCenter sendsa 7004 Inform
to the platform. When an interface comes back up, the alarms return to ground. The monitored
nodes must be associated with a property group that contains the property ifEntry.

Two additional alarms, IfLinkUpDown_LogToDB and IfLinkUpDown_LogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on interface up/down status can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
ifEntry

Trigger Generators. Below isalist of the objects that generate triggers:

¢ LinkDown (mask)

+ LinkUp (mask)

+ IfLinkUpDown (alarm)

+ IfLinkUpDown_LogToDB (alarm)

+ IfLinkUpDown_LogToFile (alarm)

Events Sent to OpenView. Table 5-2 summarizes the events this behavior model sendsto

OpenView:

Table 5-2. Events Sent to OpenView by IfLinkUpDown

Event Name Inform Number Description

NC_Link_Down 7004 Linkdown trap received from interface.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence

18
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IfLinkUpDown

+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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IfLoad

IfLoad

Path: /nodel /interface_status/ifload. nod

Determines whether device load is low, medium, or high. Load is the amount of interface traffic
compared to the media’s capacity, expressed as a percentage. There are two definitions for
each—one for point-to-point networks and one for broadcast networks.

This model can give an immediate impression of network utilization; however, it can also be used
to track trends based on time, day, or location; to identify runaway processes that are using network
resources; to help plan for network reconfiguration; and to help in any task that requires knowledge
of traffic levels.

Two additional alarms, IfLoad_LogToDB and IfLoad L ogToFile, are part of this model. When you
enable these alarms, they perform aLog To Database or aLog to File alarm action, respectively, on
each transition so that reports on device load levels can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
ifEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+ IfLoadRates (poll)

Events Sent to OpenView. Table 5-3 summarizes the events this behavior model sendsto

OpenView:

Table 5-3. Events Sent to OpenView by IfLoad

Event Name Inform Number Description

NC_Interface Load 7003 The throughput for this interface has been high over a
persistent period of time.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Set countersfor persistence

+ Poll conditions for device load thresholds
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IfLoad

+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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IfUpDownStatus

Path: / nodel /i nterface_st at us/ updown/ i f updownst at us. nod

This multi-alarm behavior model determines whether each interface on a managed node is up,
down, or testing. If aninterfaceis down, NerveCenter sends a 7002 Inform to the network
management platform.

Two additional alarms, IfUpDownStatus L ogToDB and IfUpDownStatus L ogToFile, are part of
this model. When you enable these alarms, they perform aLog To Database or aLog to File alarm
action, respectively, on each transition so that reports on interface status can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
ifEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+ IfStatus (pall)

Events Sent to OpenView. Table 5-4 summarizes the events this behavior model sendsto

OpenView:

Table 5-4. Events Sent to OpenView by IfUpDownStatus

Event Name Inform Number Description

NC_Interface Down 7002 It has been determined that the interfaceis
operationally down.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To File aarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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IfUpDownStatusBy Type

IfUpDownStatusByType

Path: / nodel /i nterface_stat us/ updown_byt ype/i f updownst at us_byt ype. nod

IfUpDownStatusBy Type is one of the multi-alarm behavior model s shipped with NerveCenter and
provides interface management for devices that can be managed using the MIB-I1 and Frame Relay
MIBs. This model manages the following types of interfaces:

+  Asynchronous Transfer Mode (ATM)

+ Integrated Services Digital Network (I1SDN)

+  Fiber Digtributed Data I nterface (FDDI)

+  Frame Relay Permanent Virtual Circuit (PVC) subinterfaces
+ FrameRelay

+ Loca AreaNetwork (LAN)

+  Switched Multimegabit Data Service (SMDS)

+  Synchronous Optical Network (SONET)

+  Wide AreaNetwork (WAN)

The majority of the alarmsin this model are subobject scope alarmsthat categorize aninterface (the
possible categories are listed above) and then monitor its status. For most interfaces, the interface
can be up, down, or in testing mode. (The exception is a Frame Relay PV C, which can only be up
or down.)

When an alarm instance transitions to one of these states, it executes an Inform action to notify
OpenView Network Node Manager of the new state. For this Inform action to have the desired
effect, you must integrate thet r apd. conf . t xt file supplied with these models with the standard
NerveCenter t r apd. conf .

Theinterface status alarms are listed below:
+ |F-IfATMStatus

+ |F-IfFDDIStatus

+  |F-IfFramePVCStatus

+  |F-IfFrameRelayStatus

+ |F-IfISDNStatus

+ |F-IfLANStatus

+ |IF-IfSMDSStatus

+ |F-IfSonetStatus

+ |F-IfWANStatus
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IfUpDownStatusBy Type

The model file also includes three other alarms: | F-1fStatus, |F-IfColdWarmStart, and
IF-IfNmDemand.

Property. The following property must be in the property group for the nodes you want to monitor:

Trigger Generators. Below isalist of the objects that generate triggers:

*

*

*

frCircuitEntry (IF-1fFramePV CStatus) and ifEntry (all other alarms)

If-ColdWarmStart (poll)
If-1fAdminOp (poll)
If-1fDown (poll)

If-1fDown2 (poll)
If-1fFramePV C (poll)
If-1fFramePV CDown (poll)
If-1fFramePV CUp (poll)
If-1fNotAdminOp (poll)
If-1fTesting (poll)
If-1fTesting2 (poll)

If-1f TypeNotAdminOp (poll)
If-ColdStart (mask)
If-FramePV CUpDown (mask)
If-LinkDown (mask)
If-LinkUp (mask)
If-WarmStart (mask)
IF-IfATM Status (alarm)
IF-IfColdWarmStart (alarm)
IF-IfFDDIStatus (alarm)

| F-IfFramePV CStatus (alarm)
| F-IfFrameRel ayStatus (alarm)
IF-IfISDNStatus (alarm)
IF-IFLANStatus (alarm)
IF-IfNmDemand (alarm)
IF-IfSMDSStatus (alarm)
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IfUpDownStatusBy Type

+ |F-IfSonetStatus (alarm)
+ |F-IfStatus (alarm)
+ If-IfFWANStatus (alarm)

+ |F-SelectType (Perl subroutine)

Events Sent to OpenView. Table 5-5 summarizes the events this behavior model sendsto

OpenView:

Table 5-5. Events Sent to OpenView by IfUpDownStatusByType

Event Name Inform Description
Number

NC_Interface ColdWarmStart 1500 As aresult of adevice reboot, interface instances
are no longer guaranteed to bevalid. Thus, interface
management has been restarted for this device.

NC_Interface_IfLanUp 1501 A LAN interface on this device has returned to an
operationa state.

NC_Interface IfLanTesting 1502 A LAN interface desired to be operational on this
deviceisin atesting state. No packets will be
passed.

NC_Interface IfLanDown 1503 A LAN interface desired to be operational on this
deviceisin adown state.

NC_Interface_IfWanUp 1504 A WAN interface on this device has returned to an
operationa state.

EVENT NC_Interface |fWanTesting 1505 A WAN interface desired to be operational on this
deviceisin atesting state. No packets will be
passed.

NC_Interface_IfWanDown 1506 A WAN interface desired to be operational on this
deviceisin adown state.

NC_Interface IfFrameRelayUp 1507 A Frame Relay interface on this device has returned
to an operational state.

NC_Interface IfFrameRelayTesting 1508 A Frame Relay interface desired to be operational
on thisdeviceisin atesting state. No packets will
be passed.

NC_lInterface |IfFrameRelayDown 1509 A Frame Relay interface desired to be operational
on thisdeviceisin adown state.

NC_Interface IfFrameRelayPVCUp 1510 A Frame Relay PV C on this device has returned to
an operational state.

NC_Interface IfFrameRelayPVCDown 1511 A Frame Relay PV C desired to be operational on

thisdeviceisin adown state.

Chapter 5, Interface Status Models
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IfUpDownStatusBy Type

Table 5-5. Events Sent to OpenView by IfUpDownStatusByType (continued)

Event Name Inform Description
Number

NC_Interface IfATMUp 1512 An ATM interface on this device has returned to an
operationa state.

NC_Interface IfATMTesting 1513 An ATM interface desired to be operationa on this
deviceisin atesting state. No packets will be
passed.

NC_Interface IFATMDown 1514 An ATM interface desired to be operationa on this
deviceisin adown dtate.

NC_Interface IfFDDIUp 1515 A FDDI interface on this device has returned to an
operationa state.

NC_Interface IfFDDITesting 1516 A FDDI interface desired to be operational on this
deviceisin atesting state. No packets will be
passed.

NC_Interface IfFDDIDown 1517 A FDDI interface desired to be operational on this
deviceisin adown state.

NC_Interface IfSONETUp 1518 A SONET interface on this device has returned to
an operational state.

NC_Interface IfSONETTesting 1519 A SONET interface desired to be operational on
this deviceisin atesting state. No packets will be
passed.

NC_Interface IfSONETDown 1520 A SONET interface desired to be operationa on
thisdeviceisin adown state.

NC_Interface IfISDNUp 1521 A ISDN interface on this device has returned to an
operationa state.

NC_Interface I1fISDNTesting 1522 A I1SDN interface desired to be operational on this
deviceisin atesting state. No packets will be
passed.

NC_Interface IfISDNDown 1523 A ISDN interface desired to be operational on this
deviceisin adown state.

NC_Interface 1fSMDSUp 1524 A SMDS interface on this device has returned to an
operationa state.

NC_Interface IfSMDSTesting 1525 A SMDS interface desired to be operational on this
deviceisin atesting state. No packets will be
passed.

NC_Interface IfSMDSDown 1526 A SMDS interface desired to be operational on this

deviceisin adown state.
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IfUpDownStatusBy Type

Table 5-5. Events Sent to OpenView by IfUpDownStatusByType (continued)

Event Name Inform Description
Number
NC_IntlfNnmDemand 1527 An Open NerveCenter initiated event which causes

NNM to perform a nmdemandpoll on a particular
node in order to force NNM to poll the node and
correctly reflect the status of its interfaces.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To File alarm action options
(file pathname, log action variables, verbose or non-verbose output)
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Node Status Models )

The node status models reside under nodel s/ node_st at us, and consist of:

Section Description

NodeSatus on page 30 Monitors the status of nodes and, optionally, their SNM P agents.

NodeSatusDwnSrmon page 32 A downstream alarm suppression behavior model that uses node
relationships to accurately monitor their statusin a complex network.
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NodeStatus

NodeStatus

Path: / nodel / node_st at us/ nodest at us_nodel s. nod
This multi-alarm behavior model monitors the status of hodes and, optionally, their SNM P agents.

The SnmpStatus alarm monitors the status of nodes and their SNM P agents. Uses built-in triggers
to determineif adeviceis up, down, or unreachable. Monitors nodes associated with a property
group that contains the property system.

The lcmpStatus alarm monitors the status of nodes based on their response to ICMP echo requests
(pings). Determinesif a device is up, down, or unreachable. Nodes must be associated with a
property group that contains the property icmpStatus, but they are not required to run SNMP
agents.

Property. The following property must be in the property group for the nodes you want to monitor:
system (SnmpStatus alarm) and icmpStatus (IcmpStatus alarm)

Trigger Generators. Below isalist of the objects that generate triggers:

+ IS IcmpFastPoll (poll)

+ IS IcmpPoall (poll)

+  SnmpPoall (poll)

+  SnmpFastPoll (poll)

+ SS IcmpFastPall (poll)

+ SS IcmpPoll (pall)

+ ColdStart (mask)

¢ WarmStart (mask)

¢SS IcmpError (Perl subroutine)

Events Sent to OpenView. Table 6-1 summarizes the events this behavior model sendsto

OpenView:

Table 6-1. Events Sent to OpenView by NodeStatus

Event Name Inform Number Description

NC_IcmpTimeout 1102 Thisinform event indicates that attempts to contact a
node have failed due to ICMP timeoui.

NC_SnmpStatus 1103 Thisinform event is triggered by the SNMP timeout
and indicates that attempts to contact a node have
failed.

30

Behavior Models Cookbook



NodeStatus

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Poll intervals
+  Node suppression on/off

+  Change Inform to Inform Platform for Netcool, TME, Unicenter
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NodeStatusDwnStrm

Path: / nodel / node_st at us/ nodest at us_dwnst r m nod

NodeStatusDwnStrm is a downstream alarm suppression behavior model that monitors nodesin a
complex network. Using topology information—either from HP OpenView, or afilethat you
provide—this model uses the relationships between nodes to determine the status of those nodes
accurately.

A multi-alarm behavior model, NodeStatusDwnStrm consists of the following alarms:

*

DwnStrmSnmpSatus—accurately monitors the status of nodes that have an SNMP agent by

taking into consideration the status of the nodes parents.

DwnStrmlcmpSatus—accurately monitors the status of nodes that do not have an SNMP

agent by taking into consideration the status of the nodes' parents.

DwnStrmSnmpSatus L ogToDB and DwnStrmlcmpSatus L ogToDB—perform alLog To
Database alarm action on each transition so that reports on node status can be produced.

Note The LogToDB aarms, work on Windows only.

For more information about NodeStatusDwnStrm, refer to the white paper, Open NerveCenter:
Downstream Alarm Suppression.

Property. The following property must be in the property group for the nodes you want to monitor:

Trigger Generators. Below isalist of the objects that generate triggers:

*

*

*

system (SnmpStatus alarm) and icmpStatus (IcmpStatus alarm)

IS IempkastPoll (poll)

IS IecmpPoll (poll)

SnmpPoll (poll)

SnmpFastPoll (poll)

SS IecmpFastPoll (pall)

SS IcmpPoll (poll)

ColdStart (mask)

WarmStart (mask)
SetNodeStatusDown (Perl subroutine)
SetNodeStatusTesting (Perl subroutine)
SetNodeStatusUnreachable (Perl subroutine)
SetNodeStatusUp (Perl subroutine)
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¢SS IcmpError (Perl subroutine)

+  TestParentSetNode (Perl subroutine)

+  TestParentStatus (Perl subroutine)

Events Sent to OpenView. The table below summarizes the events this behavior model sendsto
OpenView:

Table 6-2. Events Sent to OpenView by NodeStatusDwnStrm

Event Name Inform Number Description

NC_IcmpTimeout 1102 This inform event indicates that attempts to contact a
node have failed due to ICMP timeoui.

NC_SnmpStatus 1103 Thisinform event is triggered by the SNMP timeout
and indicates that attempts to contact a node have
failed.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Poll intervals
+  Node suppression on/off
¢  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Database alarm action options
(log identity number and log action variables)
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TCP Status Models [

The TCP status models reside under nodel s/t cp_st at us, and consist of:

Section Description

TcpConnMon on page 36 Monitors the number of current TCP connections on each device and
compares it with the maximum number.

TcpRetransAlg on page 38 Checks all devicesthat support thetcp MIB-I1 group and verifiesthat their
transmission algorithm is the most efficient.

TepRetransMon on page 40 Monitors the percentage of TCP retransmissions for a particular device.
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TcpConnMon

Path: / nodel /tcp_status/tcp_conn_non. nod

Monitors the number of current TCP connections on each device and compares it with the
maximum number. Ignores devices that have dynamically-allocated maximum connections. Gives
early warnings by detecting increasing levels of TCP connection saturation. When a device reaches
98 percent of the maximum TCP connections, NerveCenter sends a 7005 Inform to the platform.

Two additional alarms, TcpConnMon_LogToDB and TcpConnMon_LogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on TCP connections can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
tcp

Trigger Generators. Below isalist of the objects that generate triggers:

+  TcpConnectionMon (poll)

Events Sent to OpenView. Table 7-1 summarizes the events this behavior model sendsto

OpenView:

Table 7-1. Events Sent to OpenView by TcpConnMon

Event Name Inform Number Description
NC_Tcp_Conn 7005 The current number of TCP connectionsis reaching a
saturated state.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / tcp_status

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+ Poll intervals
+ Poll conditions for TCP connection thresholds
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+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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TcpRetransAlg

Path: /nodel /tcp_status/tcp_retrans_al g. nod

Checks all devices that support the tcp MIB-I1 group and verifies that their transmission algorithm
isthe most efficient. An inefficient retransmission algorithm can severely affect the network
efficiency of the device. If a device with an inefficient retransmission algorithm is found,
NerveCenter sends a 7006 |nform to the platform.

Note The most efficient TCP retransmission algorithm currently available is Van Jacobson’s
Algorithm.

Two additional alarms, TcpRetransAlg_LogToDB and TcpRetransAlg_LogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on TCP transmission algorithms can be
produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
tcp

Trigger Generators. Below isalist of the objects that generate triggers:

+  TcpRetransAlg (poll)

Events Sent to OpenView. Table 7-2 summarizes the events this behavior model sendsto

OpenView:

Table 7-2. Events Sent to OpenView by TcpRetransAlg

Event Name Inform Number Description
NC_Tcp_RetAlg 7006 The current retransmission algorithm on thisdeviceis
inefficient.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel /tcp_status

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Poll intervals
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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TcpRetransMon

Path: \ nodel \tcp_status\tcp_retrans_non. nod

Monitors the percentage of TCP retransmissions for a particular device. Retransmission occurs
when messages use the TCP protocol and a message is not acknowledged. NerveCenter sends a
7007 Inform to the platform if a high number of retransmissionsiis detected.

Two additional alarms, TcpRetransMon_LogToDB and TcpRetransMon_LogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on TCP retransmissions can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
tcp

Trigger Generators. Below isalist of the objects that generate triggers:

+  TcpRetransStatus (poll)

Events Sent to OpenView. Table 7-3 summarizes the events this behavior model sendsto

OpenView:

Table 7-3. Events Sent to OpenView by TcpRetransMon

Event Name Inform Number Description
NC_Tcp_Retrans 7007 The current number of retransmissionsis excessive for
this device.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

\ nodel \ t cp_status

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+ Poll intervals

+ Poll conditions for TCP retransmission thresholds
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+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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Troubleshooting Models

The troubleshooting models reside under nodel s/ t r oubl eshoot i ng, and consist of:

Section Description

InformConnectSatus on page 44 Monitors the status of NerveCenter's connection with the OpenView
Platform Adapter (OVPA) aswell as the Inform Acknowledgement
Queue.




InformConnectStatus

InformConnectStatus

Path: / model / t r oubl eshoot i ng/ i nf or ntonnect st at us. nod

This behavior model monitors the status of NerveCenter’s connection with the OpenView Platform
Adapter (OVPA) aswell as the Inform Acknowledgement Queue.

Property. The following property must be in the property group for the nodes you want to monitor:
NO_PROP

Trigger Generators. Below isalist of the objects that generate triggers:

+ InformConnectStatus (alarm)

Events Sent to OpenView. InformConnectStatus sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)
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Vendor Models

The vendor models reside under nodel s/ vendor s, and consist of:

Section

Description

Cisco router models

CiscoBufferUtilization on
page 47

CiscoCPUUtilization on page 49
CiscoCRCCheck on page 51
CiscoFanCheck on page 53
CiscoMemGetCheck on page 55
CiscoPacketsDrop on page 57

CiscoPwr SupplyCheck on
page 59

CiscoTempCheck on page 61
Compaq device models

CpgDaLogDrvSat on page 63

CpgNic on page 65

CpgDaPhyDrvThresh on page 66

CpgScsiPhySat on page 67
CpgUnknown on page 69

CpqUps on page 70

Behavior modelsthat monitor various attributes of Cisco routers.

Monitors the free element buffers on Cicso routers to determine if their
buffer availability is at acceptable levels.

Monitors the CPU utilization on Cisco routers.
Monitors the CRC errors on Cisco router interfaces.
Monitors the fan status in a Cisco router.

Monitors the available free memory for Cisco routers.

Monitors packets on Cisco router interfaces. Also monitors when both
inbound and outbound packets are being dropped during the poll periods.

Monitors the power supply statusin a Cisco router.

Monitors the temperature status in a Cisco router.
Behavior modelsthat monitor various attributes of Compaq devices.

Detects logical drive status changes such as overheating, a bad
connection, expanding, or afailure.

Detects when a Network Interface Card (NIC) has failed on a Compaq
server. CpgNic also detects when the server has switched to another
redundant NIC.

Monitors the threshold of an IDA physica drive.
Monitors the physical SCSI drive status.

Logs all traps from Compaq agents that are not used in the CpqTraps trap
mask.

Detects the failure and degradation of a computer’s uninterruptible power
supply (UPS) system.




Section

Description

SNMP Research SNMP v3
models

ShmpresCritAppSatus on page 72
ShmpresDiskUsage on page 74

ShmpresGenericLogMonitor on
page 76

ShmpresLoginMonitor on page 78
ShmpresMemUsage on page 80

ShmpresProcessor Load on
page 82

Wellfleet (Nortel) router models

WrBUffer Utilization on page 84

WFFanCheck on page 86
WFfMemCheck on page 88
WFPwr SupplyCheck on page 90
WFTempCheck on page 92

Behavior modelsthat use SNM P Research’s SNM P v3 entity, Cl Agent
to monitor system resour ces.

Provides status of applications monitored by SNMP Research’'s CIAgent.
Provides status of file systems monitored by SNMP Research’s ClAgent.
Monitors log file events reported by SNMP Research’s ClAgent.

Monitors failed logins reported by SNM P Research’s CIAgent.
Monitors status of system memory.

Monitors the processor load.

Behavior models that monitor various attributes of Wellfleet (Nortel)
routers.

Monitorsthe free packet buffers on Wellfleet (Nortel) routersto determine
if their buffer availability is at acceptable levels.

Monitors the fan statusin a Wellfleet (Nortel) router.

Monitors the available free memory for Wellfleet (Nortel) routers.
Monitors the power supplies status in a Wellfleet (Nortel) router.
Monitors the temperature status in a Wellfleet (Nortel) router.
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CiscoBufferUtilization

Path: / nodel / vendor s/ ci sco/ ci sco_buffer_utilization. nod

Monitors the free element buffers on Cicso routers to determine if their buffer availability is at
acceptable levels. If buffer availability isless than five percent for three poll intervals, then
NerveCenter sends a 6005 Inform to the platform.

Two additional alarms, CiscoBufferUtilization LogToDB and CiscoBufferUtilization LogToFile,
are part of this model. When you enable these alarms, they perform aLog To Database or aLog to
File alarm action, respectively, on each transition so that reports on buffer utilization can be
produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
Isystem

Trigger Generators. Below isalist of the objects that generate triggers:

+  CiscoBuffersCheck (pall)

Events Sent to OpenView. Table 9-1 summarizes the events this behavior model sendsto

OpenView:

Table 9-1. Events Sent to OpenView by CiscoBufferutilization

Event Name Inform Number Description

NC_Cisco_Buffer 6005 The buffer utilization for this device has been high
over apersistent period of time.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nmodel / vendor s/ ci sco

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence

+ Poll intervals
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+  Poll conditions for buffer utilization thresholds
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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CiscoCPUUtilization

Path: / nodel / vendor s/ ci sco/ ci sco_cpu_utilization. nod

This behavior model monitors the CPU utilization on Cisco routers. NerveCenter sends a 6001
Inform to the platform only when the utilization reaches avery busy state and remainsthere for one
hour.

Two additional alarms, CiscoCpuUtilization LogToDB and CiscoCpuUltilization L ogToFile, are
part of this model. When you enable these alarms, they perform aLog To Database or aLog to File
alarm action, respectively, on each transition so that reports on CPU utilization can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
Isystem

Trigger Generators. Below isalist of the objects that generate triggers:

+  CiscoCpuCheck (pall)

+  CiscoCpuUtilization (alarm)

¢ CiscoCpuUtilization LogToDB (alarm)

¢ CiscoCpuUtilization_LogToFile (alarm)

Events Sent to OpenView. Table 9-2 summarizes the events this behavior model sendsto

OpenView:

Table 9-2. Events Sent to OpenView by CiscoCPUUTtilization

Event Name Inform Number Description

NC_Cisco_Cpu 6001 The CPU utilization for this device has been high over
apersistent period of time.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ model / vendor s/ ci sco

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence

+ Poll intervals

+  Poll conditionsfor CPU utilization thresholds

¢ Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To File aarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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CiscoCRCCheck

Path: / nodel / vendor s/ ci sco/ ci sco_crc_check. nod

This model monitors the CRC errors on Cisco router interfaces. A poll checksto seeif an increase
in the number of CRC errorsisoccurring. If the threshold is exceeded, then afaster poll continues
to check the interface for two more intervals. If the interface continues to exhibit CRC errors,
NerveCenter sends a 6009 Inform to the platform.

Two additional alarms, CiscoCRCCheck L ogToDB and CiscoCRCCheck L ogToFile, are part of
this model. When you enable these alarms, they perform aLog To Database or aLog to File alarm
action, respectively, on each transition so that reports on CRC errors can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
lifEntry

Trigger Generators. Below isalist of the objects that generate triggers:

¢ CiscoCRCPall (poll)

¢ CiscoCRCPallFast (poll)

Events Sent to OpenView. Table 9-3 summarizes the events this behavior model sendsto

OpenView:

Table 9-3. Events Sent to OpenView by CiscoCRCCheck

Event Name Inform Number Description

NC_Cisco CRC 6009 The amount of CRC errors for this interface has been
high over a persistent period of time.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ ci sco

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Set countersfor persistence
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Poll intervals
Poll conditions for CRC error thresholds
Change Inform to Inform Platform for Netcool, TME, Unicenter

Log To File alarm action options
(file pathname, log action variables, verbose or non-verbose output)

Log To Database alarm action options
(log identity number and log action variables)
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CiscoFanCheck

Path: / nodel / vendor s/ ci sco/ ci sco_fan_check. nod

This behavior model monitors the fan status in a Cisco router. If atrap or a poll shows a problem,
the alarm transitions to the FanWarning state which then polls the fan status again for verification.
If the problem persists, NerveCenter sends a 6006 Inform to the platform. Once the problem has
been corrected, the alarm returns to ground.

Two additional alarms, CiscoFanCheck LogToDB and CiscoFanCheck LogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on fan conditions can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
ciscoEnvM onFanStatusEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+  CiscoFanPoll (pall)

+  CiscoFanPollFast (poll)

¢ CiscoFanFailureTrap (mask)

Events Sent to OpenView. Table 9-4 summarizes the events this behavior model sendsto

OpenView:

Table 9-4. Events Sent to OpenView by CiscoFanCheck

Event Name Inform Number Description

NC_Cisco Fan 6006 A fan failure has been detected for this device.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ ci sco

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.
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¢  Poll intervals

+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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CiscoMemGetCheck

Path: / nodel / vendor s/ ci sco/ ci sco_mem get _check. nod
This multi-alarm model monitors the available free memory for Cisco routers.

The CiscoMemGet alarm obtains the memory installed in a Cisco router. The alarm will poll
routers every six hours to ensure the memory configuration has not changed. It also listens for
warm and cold starts which causes the router to be polled in case memory has been installed or
removed.

The CiscoMemCheck alarm checks to seeif the problem persists over three polling intervals. The
free memory istested for: low (6-10%), very low (< 6%), and zero-free-memory available
conditions. On each state a poll is run, passing the resulting data through a Perl subroutine which
uses the total memory installed in the router—al ong with the free memory just polled—to
determine the percentage available.

Two additional alarms, CiscoMemCheck_L ogToDB and CiscoMemCheck L ogToFile, are part of
this model. When you enable these alarms, they perform aLog To Database or aLog to File alarm
action, respectively, on each transition so that reports on memory utilization can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
chassis (CiscoMemGet) and |system (CiscoM emCheck)

Trigger Generators. Below isalist of the objects that generate triggers:

+  CiscoMemCheck (poll)

+ CiscoMemGet (poll)

+ CiscoMemGetFast (poll)

+  ColdStart (mask)

¢ WarmStart (mask)

+ CiscoMemCheck (Perl subroutine)

Events Sent to OpenView. Table 9-5 summarizes the events this behavior model sendsto

OpenView:

Table 9-5. Events Sent to OpenView by CiscoMemGetCheck

Event Name Inform Number Description

NC _Cisco LoMem 6010 The free memory available for this device has been
low over a persistent period of time.

NC_Cisco_VeryLoMem 6011 The free memory available for this device has been
very low over a persistent period of time.
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Table 9-5. Events Sent to OpenView by CiscoMemGetCheck (continued)

Event Name Inform Number Description

NC_Cisco_ZeroMem 6012 The free memory available for this device has been
zero over a persistent period of time.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior modelsresiding in:

/ model / vendor s/ ci sco

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Set countersfor persistence
+ Poll intervals
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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CiscoPacketsDrop

Path: / nodel / vendor s/ ci sco/ ci sco_packet s_dr op. nod

Looks for a significant number of dropped inbound, outbound, or both types of packets on Cisco
router interfaces. It checksto seeif the problem persists over three polling intervals. Also monitors
when both inbound and outbound packets are being dropped during the poll periods.

Two additional alarms, CiscoPacketsDrop LogToDB and CiscoPacketsDrop_LogToFile, are part
of thismodel. When you enable these alarms, they perform aLog To Database or aLog to File
alarm action, respectively, on each transition so that reports on packet errors can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
lifEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+  CiscoPktsDropCheck (poll)

Events Sent to OpenView. Table 9-6 summarizes the events this behavior model sendsto

OpenView:

Table 9-6. Events Sent to OpenView by CiscoPacketsDrop

Event Name Inform Number Description

NC_Cisco_InPkts 6002 The amount of dropped inbound packets for this
interface has been high over a persistent period of
time.

NC_Cisco_OutPkts 6003 The amount of dropped outbound packets for this
interface been high over a persistent period of time.

NC_Cisco_BothPkts 6004 The amount of dropped in and out bound packets for
this interface has been high over a persistent period of
time.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ model / vendor s/ ci sco

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Set countersfor persistence

+ Poll intervals

+  Poll conditions for input and output queue lengths

¢ Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To File aarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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CiscoPwrSupplyCheck

Path: / nodel / vendors/ ci sco/ ci sco_pw _suppl y_check. nod

This behavior model monitors the power supply statusin a Cisco router. If atrap or apoll shows a
problem, the alarm transitions to the PowerSupplyWarning state which then polls the power supply
status again for verification. If there is a problem, NerveCenter sends a 6007 Inform to the
platform. Once the problem has been corrected, the alarm returns to ground.

Two additional alarms, CiscoPwr Suppl yCheck_LogToDB and

CiscoPwr Suppl yCheck_LogToFile, are part of this model. When you enable these alarms, they
perform aLog To Database or aLog to File alarm action, respectively, on each transition so that
reports on power supply status can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
CciscoEnvM onSupply StatusEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+  CiscoPwrSupplyPoall (poll)

+  CiscoPwrSupplyPollFast (poll)

+  CiscoPwrSupplyFailureTrap (mask)

Events Sent to OpenView. Table 9-7 summarizes the events this behavior model sendsto

OpenView:

Table 9-7. Events Sent to OpenView by CiscoPwrSupplyCheck

Event Name Inform Number Description
NC_Cisco_PowerSupply 6007 A power supply failure has been detected for this
device.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ ci sco

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Poll intervals
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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CiscoTempCheck

Path: / nodel / vendor s/ ci sco/ ci sco_t enp_check. nod

This behavior model monitors the temperature status in a Cisco router. If atrap or a poll shows a
problem, the alarm transitions to the TempWarning state which then polls the temperature status
again for verification. If thereisaproblem, NerveCenter sends a 6008 Inform to the platform. Once
the problem has been corrected, the alarm returns to ground.

Two additional alarms, CiscoTempCheck LogToDB and CiscoTempCheck LogToFile, are part of
this model. When you enable these alarms, they perform aLog To Database or aLog to File alarm
action, respectively, on each transition so that reports on temperature status can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
ciscoEnvM onTemperatureStatusEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+  CiscoTempPoll (poll)

+  CiscoTempPollFast (poll)

+ CiscoTempTrap (mask)

Events Sent to OpenView. Table 9-8 summarizes the events this behavior model sendsto

OpenView:

Table 9-8. Events Sent to OpenView by CiscoTempCheck

Event Name Inform Number Description
NC_Cisco_Temp 6008 An over-temperature condition has been detected for
this device.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ ci sco

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.
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+ Poll intervals
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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CpgDaLogDrvStat

Path: / nodel / vendor s/ conpaqg/ conpaq_| ogi cal _dri ve. nod

This behavior model detects logical drive status changes such as overheating, a bad connection,

expanding, or afailure.

Property. The following property must be in the property group for the nodes you want to monitor:

cpgDaLogDrvEnNtry

Trigger Generators. Below isalist of the objects that generate triggers:

*

*

CpgDalogFailed (poll)
CpgDalogOK (poall)
CpqgTraps (mask)

*

*

CpgDalogDrvBadConn (poll)

Events Sent to OpenView. Table 9-9 summarizes the events this behavior model sendsto

OpenView:

Table 9-9. Events Sent to OpenView by CpgDalogDrvStat

Event Name

Inform Number

Description

NC_CpgL ogOverhesat 1208

Thisinform event istriggered by the
CpgDaL ogDrvStat dlarm to indicate that a an overheat
indication has been detected on the physical drive.

NC_CpgL ogShutDown 1209

NC_CpgL ogFailed 1210

Thisinform event istriggered by the
CpgDalogDrvStat alarm to indicate that a physical
drive has shutdown.

Thisinform event is triggered by the
CpgDalL ogDrvStat alarm to indicate that thelog device
hasfailed.

NC_CpgL ogBadConn 1211

NC_CpglL ogOK 1212

Thisinform event istriggered by the
CpgDalogDrvStat alarm to indicate that the
connection to the data log device has been lost.

Thisinform event is triggered by the
CpgDal ogDrvStat alarm to indicate that the failed
physical drive has recovered.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped

with these behavior models residing in:

/ model / vendor s/ conpaq
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For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

¢ SMTP mail recipient
+ Poll intervals

+  Change Inform to Inform Platform for Netcool, TME, Unicenter
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CpgNic
Path: / nodel / vendor s/ conpag/ conpag_ni ¢. nod

This behavior model detects when a Network Interface Card (NIC) has failed on a Compaq server.
It also detects when the server has switched to another redundant NIC. When afailure is detected,
NerveCenter extracts from the varbind information which slot contains the failed card.
NerveCenter then sends thisinformation in an email as well as informs the network management
platform.

Property. The following property must be in the property group for the nodes you want to monitor:
compaq

Trigger Generators. Below isalist of the objects that generate triggers:

+  CpqgTraps (mask)

Events Sent to OpenView. Table 9-10 summarizes the events this behavior model sends to

OpenView:

Table 9-10. Events Sent to OpenView by CpgNic

Event Name Inform Number Description

NC_CpgNicFailed 1203 Thisinform event is triggered by the CpgNic alarm to
indicate that a network interface card has failed.

NC_CpgNicOK 1204 Thisinform event is triggered by the CpgNic alarm to
indicate that network interface card has recovered.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior modelsresiding in:

/ nodel / vendor s/ conpagq

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

¢ SMTP mail recipient
+ Poll intervals

+  Change Inform to Inform Platform for Netcool, TME, Unicenter
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CpgDaPhyDrvThresh

Path: / nodel / vendor s/ conpaqg/ conpaq_physi cal _dri ve. nod

This behavior model monitors the threshold of an IDA physical drive. When NerveCenter receives
athreshold trap, it polls the various attributes that track whether the device has exceeded its
threshold. If the device hasin fact exceeded the threshold, then the alarm transitions to PreFailure.
If not, a diagnostic test can be run on the unit.

Property. The following property must be in the property group for the nodes you want to monitor:
cpgDaPhyDrvThrEntry

Trigger Generators. Below isalist of the objects that generate triggers:

+  CpgDaPhyDrvThresh (poll)

+  CpgDaPhyDrvThresh2 (poll)

+  CpqgTraps (mask)

Events Sent to OpenView. Table 9-11 summarizes the events this behavior model sendsto

OpenView:

Table 9-11. Events Sent to OpenView by CpgDaPhyDrvThresh

Event Name Inform Number Description

NC_CpgDaPhyDrvFail 1214 Thisinform event is triggered by the
CpgDaPhyDrvThresh alarm to indicate that the
threshold of the device has been exceeded.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ model / vendor s/ conpaq

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

¢ SMTP mail recipient
+ Poll intervals

¢  Change Inform to Inform Platform for Netcool, TME, Unicenter
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CpgScsiPhyStat

Path: / nodel / vendor s/ conpaqg/ conpaq_scsi _dri ve. nod

This behavior model monitors the physical SCSI drive status. It checks to seeif the device has
failed, has a bad cable connection, or has been removed.

Property. The following property must be in the property group for the nodes you want to monitor:
cpgScsiPhyDrvEntry

Trigger Generators. Below isalist of the objects that generate triggers:

CpqaScsiPhyBadConn (poll)

CpqgScsiPhyFailed (pall)

CpqScsiPhyOK (poll)

CpqTraps (mask)

Events Sent to OpenView. Table 9-12 summarizes the events this behavior model sends to
OpenView:

*

*

*

*

Table 9-12. Events Sent to OpenView by CpgScsiPhyStat

Event Name Inform Number Description

NC_CpgPhyOK 1205 Thisinform event is triggered by the CpgNic alarm to
indicate that the physical SCSI drive has recovered.

NC_CpgPhyFail 1206 The inform event is triggered by the CpgNic alarm to
indicate that the physical SCSI drive has recovered.

NC_CpgPhyBadConn 1207 Thisinform event istriggered by the CpgPhyBadConn
alarm to indicate that a bad connection has been
detected on the physical SCSI drive.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ conmpagq

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.
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¢ SMTP mail recipient
+ Logfile pathname
+ Poll intervals

+  Change Inform to Inform Platform for Netcool, TME, Unicenter
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CpgUnknown

Path: / nodel / vendor s/ conpag/ conpaqg_unknown_t r aps. nod

This behavior model logs all traps from Compag agents that are not used in the CpgTraps trap
mask. Thiswill allow the user to see which Compaq traps could be used in future behavior models.

Property. The following property must be in the property group for the nodes you want to monitor:
compag

Trigger Generators. Below isalist of the objects that generate triggers:

+  CpqgTraps (mask)

Events Sent to OpenView. CpgUnknown sends no events to OpenView.

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)
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CpqUps

Path: / nodel / vendor s/ conpag/ conpaq_ups. nod

This behavior model detects the failure and degradation of a computer’s uninterruptible power
supply (UPS) system. If afailureis detected viaatrap, NerveCenter first takes a quick poll to make
sureitisnot a power surge. If it isnot asurge, the darm transitions in to the ACLineFail state. An
e-mail is sent notifying the administrator that the UPS haslost AC power and how much timeisleft
in the UPS. It will also include whether or not the system attached to the UPS will perform an
automatic shutdown when the UPS islow on power.

Property. The following property must be in the property group for the nodes you want to monitor:
cpgUpsBasic

Trigger Generators. Below isalist of the objects that generate triggers:

+  CpgUpsLowPower (poll)

¢+ CpgUpsOK (pall)

+  CpgUpsOKQuick (pall)

+  CpqTraps (mask)

+ CpgUps (alarm)

Events Sent to OpenView. Table 9-13 summarizes the events this behavior model sends to

OpenView:

Table 9-13. Events Sent to OpenView by CpqUps

Event Name Inform Number Description

NC_CpqUpsFail2 1200 Thisinform event istriggered by the CpgUps alarm to
indicate that the AC power to the interruptible power
supply hasfailed.

NC_CpqUpsOK 1201 Thisinform event istriggered by the CpgUps alarm to

indicate that the AC power to the interruptible power
supply has been restored.

NC_CpqUpsShutDown 1202 Thisinform event is triggered by the CpgUps alarm to
indicate that the interruptible power supply has been
shutdown.

NC_CpqUpsLow 1213 Thisinform event istriggered by the CpgUps alarm to

indicate that alow battery level on theinterruptible
power supply has been shut down.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior modelsresiding in:
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/ model / vendor s/ conpaq

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence
+ Poll intervals

+  Change Inform to Inform Platform for Netcool, TME, Unicenter
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SnmpresCritAppStatus

Path: / nodel / vendor s/ snnp_research/ snnpres_crit_app_stat us. nod

This behavior model provides the status of the applications monitored by SNMP Research’'s
ClAgent. When an application goes down and remains down for a specified time (the default isten
minutes), NerveCenter sends a 110031 Inform to the platform. When an application comes back up,
the alarm returns to ground and sends a 120031 Inform to the platform. The nodes hosting the
monitored applications must be associated with a property group that contains the property
critAppProcEntry.

Property. The following property must be in the property group for the nodes hosting the
applications you want to monitor:

critAppProcEntry
Trigger Generators. Below isalist of the objects that generate triggers:
+  CritAppDown (mask or poll)
+  CritAppUp (mask or poll)
+  CritAppDownFast (poll)
+  CritAppUpFast (poll)
¢  CritAppAdminDownFast (poll)
+  CritAppDownNotify (alarm)
Events Sent to OpenView. Table 9-14 summarizes the events this behavior model sends to

OpenView:

Table 9-14. Events Sent to OpenView by SnmpresCritAppStatus

Event Name Inform Number Description

NC_Crit_App_Down 110031 CritAppDown trap received from ClAgent, or polling
determined that the application is down.

NC_Crit_App_Up 120031 CritAppUp trap received from ClIAgent, or polling
determined that the applicationis up.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior modelsresiding in:

/ nodel / vendor s/ snnp_r esear ch

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.
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Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence
¢ Change Inform to Inform Platform for Netcool, TME, Unicenter

ClAgent Customization. The following isalist of sample CIAgent configurations that you might
want to customize to suit the requirements of your site:

+  On Windows, the configuration file for the critical applications agent is:
C\etc\srconflagt\critagt.cnf

Below isasample entry for monitoring the DNS service:

critAppProcEntry 2 DNS "net start dns" "net stop dns" 1 true 3000
true false \ true

+ OnUNIX, the configuration file for the critical applications agent is:
¢ Jetc/srconf/agt/critagt.cnf
Below isa sample entry for monitoring sendmail:

critAppProcEntry 1 sendmail "/etc/rc2.d/ S88sendnmil start"
"/etc/rc2.d/ S88sendmai |l stop" 1\
true 3000 true true true

The true parameter in these examplestells ClAgent to restart the application if it fails. Makethis
parameter false when you do not want ClAgent to restart the application.
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SnmpresDiskUsage

Path: / nodel / vendor s/ snnp_r esear ch/ snnpr es_di sk_usage. nod

This behavior model informs the status of the file systems monitored by SNMP Research’'s
ClAgent. When the disk usage of afile system exceeds a threshold (90 percent by default) and
remains above the threshold for a specified time (the default is fifteen minutes), NerveCenter sends
a 110041 Inform to the platform. When the disk usage falls below the threshold, the alarm returns
to ground and sends a 120041 Inform to the platform. The nodes that have their file systems
monitored must be associated with a property group that contains the property siFsrEntry.

Property. The following property must be in the property group for the nodes hosting the
applications you want to monitor:

siFsEntry
Trigger Generators. Below isalist of the objects that generate triggers:
+  DiskUsageOk (mask or poll)
+ HighDiskUsage (mask or poll)
+ DiskUsageOkFast (poll)
+ HighDiskUsageFast (poll)
+ DiskUsageNotify (alarm)
Events Sent to OpenView. Table 9-15 summarizes the events this behavior model sends to

OpenView:

Table 9-15. Events Sent to OpenView by SnmpresDiskUsage

Event Name Inform Number Description
NC Disk_Usage High 110041 Disk usage over 90 percent.
NC_Disk_Usage Ok 120041 Disk usage dropped under 90 percent.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ snnp_r esear ch

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence

+  Change Inform to Inform Platform for Netcool, TME, Unicenter
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SnmpresGenericLogMonitor

Path: / nodel / vendor s/ snnp_r esear ch/ snnpres_generi ¢_|l og_noni t or. nod

This behavior model monitors log file events reported by SNMP Research’s CIAgent. When the
amount of events reaches the threshold (three by default) within a specified time (the default is
fifteen minutes), NerveCenter sends a 110081 Inform to the platform. If thetime expires beforethe
threshold is reached, the alarm is grounded and inform 120081 is sent. The nodes monitored must
be associated with a property group that contains the property siLogEntry.

Property. The following property must be in the property group for the nodes hosting the
applications you want to monitor:

siLogEntry
Trigger Generators. Below isalist of the objects that generate triggers:
+ LogFileEvent (mask)
+ LogFileEventWarning (alarm)
+ LogFileEventTimer (alarm)
Events Sent to OpenView. Table 9-16 summarizes the events this behavior model sends to
OpenView:

Table 9-16. Events Sent to OpenView by SnmpresGenericLogMonitor

Event Name Inform Number Description

NC_Log File Event 110081 A logged event occurred three timesin 15 minutes.

NC_Log File Event 120081 A logged event occurred less than three timesin 15
minutes.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ model / vendor s/ snnp_r esear ch

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Set timers and counters for persistence
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+  Change Inform to Inform Platform for Netcool, TME, Unicenter
+  Configure the mask to instantiate different alarms according to the log entry received

ClAgent Customization. The following isalist of sample CIAgent configurations that you might
want to customize to suit the requirements of your site;

+  OnWindows, there are three log files: Application, Security, and System. In order to monitor
entries within them, you must not use the path to the file in the configuration entry. Instead,
use “Event Log: log filename: source”, where log filename is the name of the log file; that is,
Security, and the source is the application or service generating the log entry. Below are two
sample entries; one matches a “failed to renew” string in a Dhep event in the System log; the
other matches “application error” strings in Dr\Watson events in the Application log:

siLogEntry 1 System "Event Log: System Dhcp" "failed to renew' 2 4 0
1- 1\ 2031616 0 - 2 10 2 System1

siLogEntry 2 Application "Event Log: Application: DrWatson"
"application error™ 2 4 0\ 0 - 1524288 0 - 2 15 2 Application 1

The default path to the CIAgent log file monitoring configuration file on Windowsiis:
C.\etc\srconf\agt\l ogagt.cnf

+ OnUNIX, thelocation of thelog filesvariesfor every platform and application. Below aretwo
sample entries for monitoring the syslog files on Solaris and on HP-UX, respectively:

siLogEntry 1 Syslog /var/adni nmessages "l ogin: *pam authenticate:
*error"™ 2 10 \ 200 25 - 1 8233138 0 - 2 15 2 System1

si LogEntry 3 Syslog /var/adnl sysl og/sysl og.l og "sendnuil: *SYSERR*
exiting" 2 10 0\ 0 - 1 8233138 0 - 2 15 2 system1

The default path to the CIAgent log file monitoring configuration file on UNIX is:

/etc/srconf/agt/| ogagt. cnf

Tip  Verify that the appropriate message level for the events you are trying to monitor is
configuredinthe/ et ¢/ sysl og. conf file.
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SnmpresLoginMonitor

Path: / nodel / vendor s/ snnp_r esear ch/ snnpres_| ogi n_noni t or. nod

This behavior model monitors failed logins reported by SNMP Research’s ClAgent. When the
number of attempts reaches the threshold (three by default) within a specified time (the default is
five minutes), NerveCenter sends a 110071 Inform to the platform. If the time expires before the
attempt threshold isreached, the alarm is grounded. The nodes monitored must be associated with a
property group that contains the property siLogEntry.

Property. The following property must be in the property group for the nodes hosting the
applications you want to monitor:

siLogEntry
Trigger Generators. Below isalist of the objects that generate triggers:
+ FaledLogin (mask)
+ LoginWarning (alarm)
+ LoginWarningTimer (alarm)
Events Sent to OpenView. Table 9-17 summarizes the events this behavior model sends to
OpenView:

Table 9-17. Events Sent to OpenView by SnmpresLoginMonitor

Event Name Inform Number Description

NC_Login Failed 110071 Login attempted three times in five minutes.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ snnp_r esear ch

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Set timers and counters for persistence
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Return alarm to ground according to your security policy, after atimer expires or manually
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ClAgent Customization. The following isasample ClAgent configuration that you might want to
customize to suit the requirements of your site:

On UNIX, thelocation of thelog files varies for every platform and application. Below isasample
entry for monitoring the sysl og file on Solaris:

siLogEntry 1 Syslog /var/adni nmessages "l ogin: *pam authenticate:
*error"™ 2 10 \ 200 25 - 1 8233138 0 - 2 15 2 System 1

The default path to the CIAgent log file monitoring configuration file on UNIX is:

/etc/srconf/agt/l ogagt. cnf

Tip  Verify that the appropriate message level for the events you are trying to monitor is
configuredinthe/ et ¢/ sysl og. conf file.
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SnmpresMemUsage

Path: / nodel / vendor s/ snnp_r esear ch/ snnpr es_nem usage. nod

This behavior model monitors the status of the system memory. When the memory utilization
exceeds the threshold (90 percent by default) and remains above the threshold for a specified time
(the default is fifteen minutes), NerveCenter sends a 110051 Inform to the platform. When the
memory utilization falls below the threshold, the alarm returns to ground and sends a 120051
Inform to the platform. The nodes that have their memory utilization monitored must be associated
with a property group that contains the property hrStrorageEntry.

Property. The following property must be in the property group for the nodes hosting the
applications you want to monitor:

hrStrorageEntry
Trigger Generators. Below isalist of the objects that generate triggers:
+  MemUsageOk (poll)
+ HighMemUsage (poll)
+  MemUsageOkFast (poll)
+ HighMemUsageFast (poll)
+ MemUsageNotify (alarm)
Events Sent to OpenView. Table 9-18 summarizes the events this behavior model sends to

OpenView:

Table 9-18. Events Sent to OpenView by SnmpresMemUsage

Event Name Inform Number Description
NC_Mem_Usage High 110051 Memory utilization exceeded 90 percent.
NC_Mem_Usage Ok 120051 Memory utilization dropped under 90 percent.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ snnp_r esear ch

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence

+  Change Inform to Inform Platform for Netcool, TME, Unicenter
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SnmpresProcessorLoad

Path: / nodel / vendor s/ snnp_r esear ch/ snnpres_processor _| oad. nod

This behavior model monitors the processor |oad. When the processor |oad reaches the threshold
(90 percent by default) and remains above the threshold for a specified time (the default is fifteen
minutes), NerveCenter sends a 110061 Inform to the platform. When the processor load falls below
the threshold, the alarm returns to ground and sends a 120061 Inform to the platform. The nodes
that have their processors monitored must be associated with a property group that contains the
property hrProcessorEntry.

Property. The following property must be in the property group for the nodes hosting the
applications you want to monitor:

hrProcessorEntry
Trigger Generators. Below isalist of the objects that generate triggers:
+  CPUOK (pall)
+  CPUOokFast (pall)
+ CPUbusy (poll)
+  CPUbusyFast (poll)
+  CPUbusyNotify (alarm)
Events Sent to OpenView. Table 9-19 summarizes the events this behavior model sends to

OpenView:

Table 9-19. Events Sent to OpenView by SnmpresProcessorLoad

Event Name Inform Number Description
NC_CPU_Busy 110061 Processor load reached 90 percent.
NC_CPU_Ok 120061 Processor load dropped under 90 percent.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nodel / vendor s/ snnp_r esear ch

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Settimersfor persistence

+  Change Inform to Inform Platform for Netcool, TME, Unicenter
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Wi{BufferUtilization

Path: / nodel / vendors/wel | fl eet/wf _buffer _utilization. nod

Monitors the free packet buffers on Wellfleet (Nortel) routersto determine if their buffer
availability is at acceptable levels. If buffer availability isless than five percent for three poll
intervals, then NerveCenter sends a 6505 Inform to the platform.

Two additional alarms, WfBufferUtilization LogToDB and WfBufferUtilization _LogToFile, are
part of this model. When you enable these alarms, they perform aLog To Database or aLog to File
alarm action, respectively, on each transition so that reports on buffer availability can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
wfKernel Entry

Trigger Generators. Below isalist of the objects that generate triggers:

+  WfBuffersCheck (poll)

Events Sent to OpenView. Table 9-20 summarizes the events this behavior model sends to

OpenView:

Table 9-20. Events Sent to OpenView by W{BufferUTtilization

Event Name Inform Number Description

NC_Wedllfleet Buffer 6505 The buffer utilization for this device has been high
over apersistent period of time.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nmodel / vendor s/ wel | fl| eet

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+  Set countersfor persistence

+ Poll intervals
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+  Poll conditions for buffer utilization thresholds
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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WfFanCheck

Path: / nodel / vendors/wel | fl eet/wf _fan_check. nod

Monitors the fan status in a Wellfleet (Nortel) router. If apoll shows a problem, the alarm
transitions to the FanWarning state which then polls the fan status again for verification. If thereis
aproblem, NerveCenter sends a 6506 Inform to the platform. Once the problem has been corrected,
the alarm returns to ground.

Two additional alarms, WfFanCheck LogToDB and WfFanCheck L ogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on fan status can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
wfKernel Entry

Trigger Generators. Below isalist of the objects that generate triggers:

+  WfFanPall (poll)

+  WfFanPollFast (poll)

Events Sent to OpenView. Table 9-21 summarizes the events this behavior model sends to

OpenView:

Table 9-21. Events Sent to OpenView by WfFanCheck

Event Name Inform Number Description

NC_Wedllfleet Fan 6506 A fan failure has been detected for this device.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nmodel / vendor s/ wel | f| eet

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+ Poll intervals
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+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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WfMemCheck

WfMemCheck

Path: / nodel / vendors/wel | | eet/wf _mem check. nod

This model monitorsthe available free memory for Wellfleet (Nortel) routers. NerveCenter checks
to seeif the conditions persist over three polling intervals. The free memory is tested for the
following conditions: low (6-10%), very low (< 6%), and zero-free-memory available.

Two additional alarms, WfMemCheck L ogToDB and WfMemCheck L ogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on memory availability can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
wfKernel Entry

Trigger Generators. Below isalist of the objects that generate triggers:

+  WfMemCheck (poll)

Events Sent to OpenView. Table 9-22 summarizes the events this behavior model sends to

OpenView:f

Table 9-22. Events Sent to OpenView by WfMemCheck

Event Name Inform Number Description

NC Wellfleet LoMem 6510 The free memory available for this device has been
low over a persistent period of time.

NC_Wellfleet_VeryLoMem 6511 The free memory available for this device has been
very low over a persistent period of time.

NC_Wellfleet_ZeroMem 6512 The free memory available for this device has been
zero over apersistent period of time.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior modelsresiding in:

/ model / vendor s/ wel | f| eet

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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WfMemCheck

Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+  Set countersfor persistence

+ Poll intervals

+  Poll conditions for memory utilization thresholds

¢ Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To File alarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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WfPwrSupplyCheck

WfPwrSupplyCheck

Path: / nodel / vendors/wel | fl eet/w _pw _suppl y_check. nod

This behavior model monitors the power supplies status in a Wellfleet (Nortel) router. If apoll
shows a problem with any of the power supplies, the alarm transitions to the PowerSupplyWarning
state which then polls the power supply status again for verification. If there is a problem,
NerveCenter sends a 6507 Inform to the platform. Once the problem has been corrected, the alarm
returns to ground.

Two additional alarms, WfPwrSupplyCheck_LogToDB and WfPwrSupplyCheck _LogToFile, are
part of this model. When you enable these alarms, they perform aLog To Database or aLog to File
alarm action, respectively, on each transition so that reports on power supply status can be
produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
wfHwBase

Trigger Generators. Below isalist of the objects that generate triggers:

+  WfPwrSupplyPall (poll)

+  WfPwrSupplyPollFast (poll)

Events Sent to OpenView. Table 9-23 summarizes the events this behavior model sends to

OpenView:

Table 9-23. Events Sent to OpenView by WfPwrSupplyCheck

Event Name Inform Number Description
NC_WellIfleet_PowerSupply 6507 A power supply failure has been detected for this
device.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nmodel / vendor s/ wel | f| eet

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.
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WfPwrSupplyCheck

Tip  It'sagood practice to rename the behavior model objects that you modify. Whenever you
import amodel, NerveCenter will overwrite objects with the same name.

+ Poll intervals
+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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WfTempCheck

WiTempCheck

Path: / nodel / vendors/wel | fl eet/wf _tenp_check. nod

This behavior model monitors the temperature statusin aWellfleet (Nortel) router. If apoll showsa
problem, the alarm transitions to the TempWarning state which then polls the temperature status
again for verification. If thereisaproblem, NerveCenter sends a 6508 Inform to the platform. Once
the problem has been corrected, the alarm returns to ground.

Two additional alarms, WfTempCheck L ogToDB and WfTempCheck LogToFile, are part of this
model. When you enabl e these alarms, they perform a Log To Database or aLog to File alarm
action, respectively, on each transition so that reports on temperature conditions can be produced.

Note The LogToDB aarm, works on Windows only.

Property. The following property must be in the property group for the nodes you want to monitor:
wfKernel Entry

Trigger Generators. Below isalist of the objects that generate triggers:

+  WfTempPoll (poll)

+  WfTempPollFast (poll)

Events Sent to OpenView. Table 9-24 summarizes the events this behavior model sends to

OpenView:

Table 9-24. Events Sent to OpenView by WfTempCheck

Event Name Inform Number Description
NC_Wellfleet_Temp 6508 An over-temperature condition has been detected for
this device.

For complete information about events sent to OpenView, seethet r apd. conf . t xt file shipped
with these behavior models residing in:

/ nmodel / vendor s/ wel | f| eet

For more information about integrating NerveCenter with OpenView, or the other
NerveCenter-supported network manager platforms, refer to the book Integrating NerveCenter
with a Network Management Platform.

Optional Customization. Below isalist of behavior model settings that you might want to
customize to suit the requirements of your site.

Tip It'sagood practice to rename the behavior model objects that you modify. Whenever you
import a model, NerveCenter will overwrite objects with the same name.

+ Poll intervals
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+  Change Inform to Inform Platform for Netcool, TME, Unicenter

+ Log To Fileaarm action options
(file pathname, log action variables, verbose or non-verbose output)

+ Log To Database alarm action options
(log identity number and log action variables)
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