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Introduction

Welcome to Learning How to Create Behavior Models. This chapter introduces the audience and
purpose of this guide, and how you can best use it.

This chapter includes the following sections:

Section Description

Overview of this Book on page 2 Includes an overview of the contents of this guide and what you need
to know before you use the guide.

NerveCenter Documentation on Lists and describes the components of the OpenService NerveCenter

page 3 support system, including printed guides, online guides, help, and
links to the OpenService NerveCenter Web site and the OpenService
technical support Web site.

OpenService Technical Support Describes how to access the NerveCenter knowledge base and other
on page 5 OpenService support services.
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Introduction

Overview of this Book

Learning How to Create Behavior Models is a tutorial explaining how to design and create
behavior models. It introduces concepts and procedures detailed fully in the book Designing and

Managing Behavior Models.

Learning How to Create Behavior Models contains the following sections:

Title Description

Chapter 2, How to Start Using NerveCenter
Client

Explains how to start the NerveCenter Client and
connect to a NerveCenter Server.

Chapter 3, How to Define Property Groups and
Properties

Explains property groups and their use within
NerveCenter behavior models.

Chapter 4, How to Use Polls

Explains polls and their use within NerveCenter
behavior models.

Chapter 5, How to Use Alarms

Explains alarms and their use within NerveCenter
behavior models.

Chapter 6, How to Use Trap Masks

Explains trap masks and their use within NerveCenter
behavior models.

Chapter 7, How to Use Behavior Models

Explains how to create useful behavior models which
test for persistence.

Chapter 8, How to Use Alarm Scope in Behavior
Models

Explains alarm scope and how to create multi-alarm
behavior models.

Chapter 9, How to Define Conditional Actions
with Action Router

Explains how to use the NerveCenter Action Router to
have behavior models perform actions conditionally.

Chapter 10, How to Reset Your Environment

Explains how to reset your environment following the
completion of this tutorial.

Appendix A, Answers to Questions

Answers the questions found in the Review and
Summary sections of each chapter.

Learning How to Create Behavior Models
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NerveCenter Documentation

NerveCenter Documentation

This section describes the available NerveCenter documentation, which explains important
concepts in depth, describes how to use NerveCenter, and provides answers to specific questions.

The documentation set is provided in online (HTML) format, as well as PDF for printing or
on-screen viewing. See the following topics for more information:

¢ Using the Online Help on page 3

+  Printing the Documentation on page 3

+ The NerveCenter Documentation Library on page 4

+ UNIX Systems on page 4

+ Document Conventions on page 4

+ Documentation Feedback on page 5

Using the Online Help

You can use Microsoft Internet Explorer, Mozilla, or Netscape Navigator to view the
documentation. Refer to the NerveCenter 5.0.00 Release Notes for the browser versions supported
with this release.

= TIp
For in-depth instructions on using the online documentation, click the Help button

in the upper right of the Help window.

Printing the Documentation

The NerveCenter documentation is also available as Portable Document Format (PDF) files that
you can open and print. All PDF files are located in your installpath/doc directory.

% NOTE

You must have Adobe Acrobat Reader to open or print the PDF files. You can
download the Reader free from Adobe’s Web Site at http://www.adobe.com.

Version 5.0 Learning How to Create Behavior Models
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Introduction

The NerveCenter Documentation Library

UNIX Systems

On UNIX systems, NerveCenter man pages provide command reference and usage information that
you view from the UNIX shell as with other system man pages. When you specify documentation
during NerveCenter installation, the script installs nroff-tagged man pages and updates your
system’s MANPATH environment variable to point to the NerveCenter man page directory.

Document Conventions
This document uses the following typographical conventions:

Element Convention Example

Key names, button names, menu names, Bold Press Tab

command names, and user entries Enter ovpa -pc

+ A variable you substitute with a specific Italic Enter ./installdb -f IDBfile
entry
¢ Emphasis

* Heading or Publication Title

Code samples, code to enter, or application Code iifInOctets > 0
output
Messages in application dialog boxes Message Are you sure you want to
delete?
An arrow (>) indicates a menu selection > Choose Start > Programs >
OpenService NerveCenter
A link to a section in the same book Blue Italic For more information, see
Correlating Conditions.
A link to a section in a different book Green ltalic For more information, see
Correlating Conditions in
Note: If you are viewing this document in a Monitoring Your Network
PDF viewer, you may need to use the Go to with NerveCenter.

Previous View button to return to the
original PDF file.

Learning How to Create Behavior Models Version 5.0



OpenService Technical Support

/\ CAuTION
A caution warns you if a procedure or description could lead to unexpected results,
even data loss, or damage to your system. If you see a caution, proceed carefully.

% NOTE

A note provides additional information that might help you avoid problems, offers
advice, and provides general information related to the current topic.

& TIp
A tip provides extra information that supplements the current topic. Often, tips

offer shortcuts or alternative methods for accomplishing a task.

use them. other shortcuts are noted as tips. Also, shortcut (accelerator) keys are displayed on

If toolbar buttons are available, they are displayed in the margin next to the step in which you can
_I=gJ application menus next to their respective options.

Documentation Feedback

OpenService, Inc. is committed to providing quality documentation and to helping you use our
products to the best advantage. If you have any comments or suggestions, please send your
documentation feedback to:

Documentation
OpenService, Inc.

67 Forest Street
Marlborough, MA 01752

documentation@openservice.com

OpenService Technical Support

OpenService is committed to offering the industry’s best technical support to our customers and
partners. You can quickly and easily obtain support for NerveCenter, our proactive network
management software, or SMC, our security threat management suite.

Version 5.0 Learning How to Create Behavior Models
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Introduction

Professional Services

OpenService offers professional services when customization of our software is the best solution
for a customer. These services enable us, in collaboration with our partners, to focus on technology,
staffing, and business processes as we address a specific need.

Educational Services

OpenService is committed to providing ongoing education and training in the use of our products.
Through a combined set of resources, we can offer quality classroom style or tailored on-site
training.

Contacting the Customer Support Center

For Telephone Support
Phone: 1-800-892-3646 or 1-508-597-5300

For E-mail Support

E-mail: techsupport@openservice.com.

For Electronic Support

OpenService has a Web-based customer call tracking system where you can enter questions, log
problems, track the status of logged incidents, and check the knowledge base.

When you purchased your product and/or renewed your maintenance contract, you would have
received a user name and password to access the OpenService Call Tracking System using
TeamShare. You may need to contact your contracts or NerveCenter administrator for the username
and password for your account with TeamShare.

If you have not received or have forgotten your log-in credentials, please e-mail us with a contact
name and company specifics at techsupport@openservice.com.

We are committed to providing ongoing education and training in the use of our products. Through
a combined set of resources, we offer quality training to our global customer base.

Learning How to Create Behavior Models Version 5.0
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OpenService Technical Support

For Online KnowledgeBase Access

For additional NerveCenter support information, please go the OpenService website
http://www.openservice.com for access to the following sections of information:

+ Patches and Updates - latest installation files, patches, and updates including
documentation for NerveCenter.

* Software Alerts - latest software alerts relative to NerveCenter.

+ KnowledgeBase Search - search the NerveCenter KnowledgeBase for answers to your
questions whether relating to the installation, usage, or operation of NerveCenter.
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How to Start Using NerveCenter

Client

This book will give you hands-on experience designing and using NerveCenter™ behavior models.
You should be completing the activities and exercises on an actual NerveCenter Client.

This chapter explains:
+  What the NerveCenter Client is
+ How to start and exit the NerveCenter Client
+ How to connect to a NerveCenter Server
+ How to disconnect from a NerveCenter Server

This chapter includes the following sections:

Section Description

Before You Begin on page 10 Contains important information about this tutorial.

What is the NerveCenter Explains that the NerveCenter Client is the interface through which the
Client? on page 12 user can view and create NerveCenter behavior models.

How to Use the NerveCenter Steps you through the process of starting the client and connecting to
Client on page 14 the server.

Review and Summary on Gives you the opportunity to review what you learned.

page 19
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How to Start Using NerveCenter Client

Before You Begin

Learning How to Create Behavior Models is a tutorial for introducing you to some of the most
commonly used features of NerveCenter.

The activities and exercises in this tutorial are self-paced and hands-on. They will give you the
knowledge and skills necessary to design and manage NerveCenter behavior models.

% NOTE

The activities and exercises depend on behavior models that you create and modify
in previous chapters. Therefore it is important that you complete each section and
each exercise in the order presented. Also, be sure to save your work at the end of
each chapter.

Although you will be working in your network’s real environment, you don’t need to be worried
about causing too much traffic or “messing things up.” The activities in How to Define Property
Groups and Properties will help you to isolate a small subset of devices on your network. The rest
of the activities will involve only those devices. The last chapter, How to Reset Your Environment
will step you through setting your network back to normal.

&= TIp
To fully understand and appreciate the information provided in this tutorial you’ll

probably need a couple of days.

The answers to the review questions are listed in Appendix A, Answers to Questions.

10 Learning How to Create Behavior Models Version 5.0



Before You Begin

What You Need to Know

Whether you are a network operator, administrator, or manager, you should be familiar with the
following topics to get the most out of this tutorial:

*

*

*

Computer networking concepts

Simple Network Management Protocol (SNMP) basics

Common MIB-I1 objects and related terminology

Your network management platform (if applicable)

The Windows or UNIX environment

NOTE

Although you do not need to know Perl to use NerveCenter, several NerveCenter

features can be enhanced and customized by Perl scripts. Knowledge of Perl is not
necessary to complete this tutorial.

What You Need to Use

The activities and exercises in this tutorial make extensive use of the NerveCenter Client. Before
you can begin, you must have

*

*

*

*

A NerveCenter Client installed on your local machine

A NerveCenter Server installed on your local machine or a machine accessible to your local
machine

A NerveCenter administrator should configure the NerveCenter Server before you begin this
tutorial. Where applicable the following items should be configured:

+ Inform recipients

¢ Paging information

¢ SMTP mail server

* A NerveCenter administrator user name and password for you to use
At least three devices running SNMP agents

Access to your network management platform (if applicable)

See Installing NerveCenter for information on how to install the NerveCenter components you need
to complete this tutorial.

Version 5.0
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How to Start Using NerveCenter Client

What is the NerveCenter Client?

NerveCenter is a distributed client/server application. It includes the following components:
¢ The NerveCenter Server
¢ The NerveCenter database
+ NerveCenter user interfaces

The NerveCenter Client, which you will be using in this tutorial, is one of the NerveCenter user
interfaces.

Architectural Components

The NerveCenter Server performs all the NerveCenter monitoring and processing. The
NerveCenter Server also saves to the NerveCenter database all the behavior model components you
modify or create as you use NerveCenter to manage your network.

The NerveCenter database is primarily a repository for all the objects found in a NerveCenter
behavior model. On UNIX systems, the database is stored in a flat file. On Windows, the database
can be either a Microsoft Access database or a Microsoft SQL Server database.

The NerveCenter user interfaces provide the user the ability to view and control NerveCenter
processes. The three primary user interfaces are:

*  The NerveCenter Administrator
+ A command line interface

* The NerveCenter Client

12 Learning How to Create Behavior Models Version 5.0



What is the NerveCenter Client?

User Interfaces

The NerveCenter Administrator is used to configure NerveCenter once it is installed. The command

line interface can be used to perform a limited number of operations on NerveCenter objects.

The NerveCenter Client is used to monitor a network for problems and to create new behavior
models. The Client runs in either administrator or operator mode, depending on your user ID or

group.

To complete the activities and exercises in this book, you must log on as the Windows
Administrator, the UNIX supervisor, or a member of the NerveCenter administrators group.

TABLE 2-1. User and Administrator Login Rights in NerveCenter Client

User Administrator

Monitor active alarms

v

View an alarm’s history

Reset alarms

Monitor the state of managed nodes

Generate reports

NN NE BN RN

Create new behavior models

Customize the predefined behavior models

Modify, copy, or delete an object in the NerveCenter database

Assign rights to other NerveCenter users

AN N N BN N AN B NE BN
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How to Start Using NerveCenter Client

How to Use the NerveCenter Client

In this scenario, you will want to open a client interface and connect to a server.
This scenario includes the following three activities:

1. Starting the NerveCenter Client on page 14

2. Connecting to a NerveCenter Server on page 16

3. Quitting the NerveCenter Client on page 17

Starting the NerveCenter Client

This first activity steps you through the process of opening the NerveCenter Client.

FUNIX To START THE NERVECENTER CLIENT IN UNIX
k

1. Open a terminal window.

2. Source one of the following environment variables:
installation_path/userfiles/ncenv.sh
installation_path/userfiles/ncenv.csh
installation_path/userfiles/ncenv.ksh

3. Typeclient &.

NerveCenter displays the NerveCenter Client window.

14 Learning How to Create Behavior Models Version 5.0



How to Use the NerveCenter Client

[WIN] To START THE NERVECENTER CLIENT IN WINDOWS

1. Select the Start menu.

2. Select Programs > OpenService NerveCenter > Client.

& Note

These steps depend on a typical NerveCenter installation. The directory
path may be different.

NerveCenter displays the NerveCenter Client window.

2] OpenService NerveCenter Client o =] |

AraeIEA e 1Pe]

Client Server Admin  Window Yiew Help

T — TP

I I | 4

FIGURE 2-1. The NerveCenter Client Window

You have now just started the NerveCenter Client. The next activity will explain how to connect to
a server.

Version 5.0 Learning How to Create Behavior Models 15



How to Start Using NerveCenter Client

Connecting to a NerveCenter Server

In the last activity, you opened the NerveCenter Client. However, there’s not much you can do until
you connect to a NerveCenter Server.

This next activity will step you through the process of connecting to a NerveCenter Server.

TO CONNECT TO A NERVECENTER SERVER

1. Make sure a NerveCenter Server is running on either your machine or a host that your local
machine can access. If you are having trouble, see your NerveCenter administrator.

2. In the NerveCenter Client, choose Connect from the Server menu.

-H NerveCenter displays the Connect to Server window.
Connect to Server EHE
Server Mame I j
User ID I

Passward I

Connect I Cancel | Help |

3. Inthe Server Name field, type the host name or the IP address of the machine running a
NerveCenter Server.

The first time you connect to a server, the drop-down list box will be empty. After entering
the name once, you can select the server’s name from the drop-down list. The drop-down list
box contains all the machines to which you've connected, or attempted to connect, in the
past.

4. Inthe User ID field and Password fields, type a valid user name and a valid password.

Remember, to be able to complete the activities and exercises in this book, you must be a
member of a group with administrator rights.

5. In the Connect to Server window, select Connect.

The NerveCenter Client connects to the NerveCenter Server. The NerveCenter Client
displays the active server as well as the Aggregate Alarm Summary window.

16 Learning How to Create Behavior Models Version 5.0



How to Use the NerveCenter Client

Edl openservice NerveCenter Client - [Aggregate Alarm Summary]

] 3
Client Server Admin  Window iew Help

_1&8]x]
(=3 -] . =
&l Bl |rocanosT =] 4 a4 | || | 8 6|52 i | B0 AN
&5 Severity Server | Time [ Mame [ Made [ Subohi... [ State [ Severit

EI@ Fault

¢ b B Critical

B Major
IMinar
Warning
- B Infarm

alrit
SFin
aIhf

| Trigger | Type | Source

- B Saburated
- O WeryHigh
- O High

- O Medium
O Low

O Werylow 4 |

| 2
[ [ @ Z

FIGURE 2-2. The NerveCenter Client Window after the User Has Connected to a Server

You have just connected to an active NerveCenter Server. There may be times when you want to
disconnect from a server. The next activity will explain how.

Quitting the NerveCenter Client

In the previous two activities you opened the NerveCenter Client and connected to a NerveCenter

Server. At some point it may be necessary to disconnect from a server and/or quit the NerveCenter
Client.

This last activity will step you through the process of disconnecting from the server and exiting the
NerveCenter Client.

To QuUIT THE NERVECENTER CLIENT

E 1. From the Server menu, choose Disconnect.

NerveCenter displays a warning message that it is about to disconnect from the active server.

& Dizconnecting from CAREY.
Eancell

Version 5.0 Learning How to Create Behavior Models 17



How to Start Using NerveCenter Client

2. Inthe warning message, select OK.
The NerveCenter Client disconnects from the active server.
3. From the Client menu, choose EXxit.

NerveCenter displays a warning message that you are about to exit the application.

= TIP
It is not necessary to first disconnect from the NerveCenter Server before

exiting. Exiting the NerveCenter Client effectively disconnects from the
Server as well as closes the Client.

& Bl Dt
Cancel |

4. Inthe warning message, select OK.

4 Note

When you exit the NerveCenter Client, all connections to NerveCenter
Servers are broken. The NerveCenter Server continues to run.

You have just completed disconnecting from the active server and exiting the NerveCenter Client.

You now know how to start the NerveCenter Client and connect to a NerveCenter Server. You also
can disconnect from a NerveCenter Server as well as quit the NerveCenter Client.

You are almost ready to begin creating behavior models. First, though, you will want to isolate
some devices on your network so you can create a test group to work with. Chapter 3, How to
Define Property Groups and Properties will explain how to do this.

18 Learning How to Create Behavior Models Version 5.0



Review and Summary

Review and Summary

The following section includes exercises and questions to help you review what you have learned
in this chapter.

Review Exercises

Complete the following exercises using the skills you learned in this chapter:
1. Open the NerveCenter Client.

2. Connect to a NerveCenter Server.

Review Questions

Answer the following questions using the knowledge you learned in this chapter. See the Answers
to the Chapter 1 Review Questions on page 138.

1. What are the three components of the NerveCenter client/server architecture?

2. If you have administrator privileges, what can you do with the NerveCenter Client?

Version 5.0 Learning How to Create Behavior Models 19



How to Start Using NerveCenter Client

3. What time-saving feature is available for Windows users logging on to a NerveCenter Server
with a NerveCenter Client?

Summary of What You Learned

In

this chapter you learned how to start the NerveCenter Client as well as connect to an active

NerveCenter Server. You also learned several new concepts. The checklist below should help you
review once more before going to the next chapter.

You learned:

u How to open the NerveCenter Client

u How to connect to a NerveCenter Server

u How to disconnect from a NerveCenter Server

u How to quit the NerveCenter Client

You also were introduced to the following concepts:

u NerveCenter’s client/server architecture

u The NerveCenter Client

u The differences between user and administrator privileges in the NerveCenter Client

20
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How to Define Property Groups and .
Properties

As you work through the exercises in this book, you will want to isolate certain devices to use. You
can target NerveCenter’s monitoring activities to a particular set of nodes by assigning them a
unique property group.

This chapter explains:
¢ What are property groups and properties
+ How to create a new property group
+ How to create a new property
+ How to assign a property group to a particular set of nodes

This chapter includes the following sections:

Section Description

What is a Property Group? on page 22  Explains that a property group is a named container for strings,
called properties.

How to Create Property Groups and Steps you through the process of creating and assigning a unique
Properties on page 23 property group.
Review and Summary on page 29 Gives you the opportunity to review what you learned.
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What is a Property Group?

Often you will create a behavior model that monitors behavior on your entire network without a
concern for the specific type of node causing the behavior. At times, however, you will want to
limit NerveCenter’s monitoring activity to a specific node or type of nodes. You can limit a
behavior model’s focus using property groups.

Each node in NerveCenter’s node list is assigned a property group, which contains one or more
properties. Each property is a string which can be:

+ The name of a Managed Information Base (MIB) base object
+ A user-defined string
You can limit any object in a behavior model to focus on one specific property.

For example, if you wish to poll only a certain set of routers, you would assign to each router a
property group with a unique property. When defining the poll, you would tell it to poll only those
nodes which have the unique property.

Property group Contains Properties
Router “atEntry”
“fEntry” >MIB base objects
“interfaces”
“router” User-defined

string

FIGURE 3-1. Property Groups and Properties
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How to Create Property Groups and Properties

Throughout this tutorial, you will want to limit the activities of NerveCenter to a particular set of

nodes. This will reduce the impact of the exercises on the network as well as make the information
more manageable.

This scenario includes the following three activities:
1. Creating a New Property Group on page 24
2. Creating a New Property on page 26

3. Assigning a Property Group to a Set of Nodes on page 27
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Creating a New Property Group

This first activity will step you through the process of creating a unique property group called
CriticalDevices.

TO CREATE A PROPERTY GROUP

1. Open the NerveCenter Client and connect to the appropriate NerveCenter Server.

2. From the Admin menu, choose Property Group List.

=l
'“1!5!@ NerveCenter displays the Property Group List window.
&l CAREY:Property Group List M= 3
— Property Group — Property
3COR-ECSY2MIB atEntry -
ATT-SMARTHUB-MIB ecsigent
CHIPCOM-IB ecshgenttd anagementE niry
CISCO-ROUTER-10.x-MIB ecshgentSysteml dentifier
CISCO-ROUTER-11.x-MIB ecshgentT rapReceiverEnty
CISCO-ROUTER-9.4-MIB ecsEnvironment
COMPAL-MIB eczRLCalignEnty
DEC-ELAM-MIE ecsRLCcarrierE ntry
EPl=-HIB ecsRLCcollizionE ntry
FIBERMLU=-MIB ecsRLCorcEnty
HP-UNE<-MIB LI ecsRLCjabberE ntry LI
Mew Property Group Mew Property
S (e sl | oeee | Fie |
Save | Cancel | Undo | MIB ta Grou;:l Help |

The Property Group List window contains summary information about all property groups
and properties in the NerveCenter database for the active server. From this window you can
open existing property groups or create new ones.

3. Scroll through the Property Group list until you see the property group called Mib-11.

& TIP
Within the list box you can just begin typing the desired name until it
displays. Most list boxes in NerveCenter contain this feature.

4. Select Mib-11.

The properties belonging to the Mib-11 property group display to the right in the Property
list.
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Rather than create an entire new set of properties for our new property group, we will use the
properties already present.

5. Inthe New Property Group field, type the name of your new property group
CriticalDevices.

6. Under the New Property Group field, select Copy.

CriticalDevices now appears in the list of property groups and is highlighted. Notice also
the Property list to the right contains a list of properties.

The Copy button creates a new property group that contains the same properties as the
selected group. In this case, NerveCenter created a new property group called
CriticalDevices containing the same properties as the group Mib-II.

7. Select Save.

Now that you have created a new property group, it is time to create a new property that will enable
NerveCenter to target just those devices that interest you.

What is a property?

In this next activity you will be creating a property.
A property is a string. This string can be:

¢ The name of a MIB base object

+ A user-defined string

This string determines (in part) if NerveCenter will interact with a particular node. A property
group is a named container for properties.

Version 5.0
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Creating a New Property

This next activity will step you through the process of creating within the property group
CriticalDevices a new property called myNodes.

TO CREATE A NEW PROPERTY
1. Inthe Property Group list, select CriticalDevices.

NerveCenter displays all the properties for this property group in the Property list.

EZ CAREY:Property Group List M=l E3

— Property Group — Property
3COM-ECSW2-MIB N atEntry N
ATT-SMARTHUB-MIB egp
CHIPCOM-IB egpM eighE ntry
CISCO-ROUTER-10.4-MIB icmp
CISCO-ROUTER-11.x-MIB ifEntry
CISCO-ROUTER-9.4-MIB interfaces
COMPAO-MIB ip
CriticalD e ipAddiEntry
DEC-ELAM-MIE ipMetT ob ediak ntry
EPl=-HIB ipRouteE ntry
FIBERMUX-MIB LI nl-ping LI
Mew Property Group Mew Property
S (e sl | oeee | Fie |
Save | Cancel | Undo | MIE toGrou;:I Help |

2. Inthe New Property text box, type in the name of your new property myNodes.
3. Select Add.

The myNodes property now appears in the list of properties for the CriticalDevices property
group.
4. Select Save.

5. Select Cancel to close the Property Group List window.

Now that you have created the unique property myNodes, it is time to assign that property to the
correct devices. The next activity will step you through that process.
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Assigning a Property Group to a Set of Nodes

This next activity will step you through the process of isolating the devices you will be monitoring
throughout the rest of this book. You will achieve this by assigning the CriticalDevices property
group to a particular set of nodes.

In our example network we would want to isolate the critical routers. For this tutorial, you will be
isolating three of your department’s managed workstations.

TO ASSIGN A PROPERTY GROUP TO A SET OF NODES

1. ldentify at least three of your department’s managed workstations that you know are running
SNMP agents. Write their names on the following lines:

If you have questions about which devices to use, see Before You Begin on page 10.

2. From the Admin menu, choose Node L.ist.
g NerveCenter displays the Node List window.

&l BLUERIDGE:Node List IH[=] E3

Mode Count : g

Mame | Group | Severity | Managed [ Suppres... | SNMP V... | Error Statug | [P Addresses

blueridge  MCDefa..  Momal Managed Mo w1 1052174.227
Jetzam MCDefa.. Momal Managed Mo wac
Blisz MWCDefa.. Momal Mo Mo w1
Carey MCDefa.. Momal Mo Mo w1
Mozart MCDefa..  Mormal Mo Mo w1

MCDefa..  Momal
shrike MWCDefa.. Momal Mo Mo w1
Flotzam MWCDefa.. Momal Mo Mo w1
Mystery MCDefa..  Momal Mo Mo w3
4] |

Open | Mew Motes | Cloze | Help |

The Node List window lists all nodes in the NerveCenter database. This window provides
the tools for identifying nodes of interest, changing their configuration, or opening a node’s
associated definition window.
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3.

Scroll through the node list until you see one of the devices you wish to monitor in these
exercises. After highlighting that device, select Open.

NerveCenter displays that device’s Node Definition window.

] BLUERIDGE:Node Definition =] E3

Node |Alarms| Alarmlnstancesl Query Nodel Parentsl SNMF’I

Name IEarey ¥ Managed

v Autodelet
EEEE”-"' INEDefauItGroup j o it
™ Suppressed

™ Platform
MNode

P Addre:

IF Address |1D.52.1?4.24

Add | Updatel [ElEte | IP Lookup | Stoplookop

IP Address List

Save | Cancel | Undo | Motes | Help |

The Node Definition window enables you to edit various elements of a managed device,
such as its name, IP address, community string, deletion strategy, and property group.

In the Property Group list, select the CriticalDevices property group.

Select Save.

To close the window, select Cancel.

In the Node List window, hold the Ctrl key and select the other devices you wish to monitor.

Each node that is selected is highlighted. If you inadvertently select an unwanted node,
select it again so that it is no longer highlighted.

Right-click one of the highlighted devices and select Property Group.
The Property Group window displays.

Property Group EHE
Save | Cancel |
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9. In the Property Group window, select the CriticalDevices property group and click Save.

10. In the Node List window, select Close.

You have just assigned the unique property group CriticalDevices to a particular set of nodes. This
will allow you to isolate only relevant devices as you work through the rest of this book.

Now you are ready to begin using NerveCenter. Chapter 4, How to Use Polls will illustrate how to
use NerveCenter to proactively monitor your CriticalDevices nodes.

Review and Summary

The following section includes exercises and questions to help you review what you learned in this
chapter.

Review Exercises

Complete the following exercises using the skills you learned in this chapter:

1. Create a new property group to identify devices that are giving the network difficulty. Some
of the actions you will take include:

a. Naming the property group Troublemakers
b. Copying the MIB-I1I properties
c. Creating a new property called trouble

2. Assign the property group Troublemakers to the CriticalDevices nodes on your network.
Then return those devices to the CriticalDevices property group.
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Review Questions

Answer the following questions using the knowledge you learned in this chapter. See the Answers
to the Chapter 2 Review Questions on page 138.

1. What is the purpose of property groups?

2. What are the two types of properties?

Summary of What You Learned

In this chapter you learned how to create and assign property groups and properties. You also
learned several new concepts. The checklist below should help you review once more before going
to the next chapter.

You learned:

a How to create a new property group

a How to create a new property

a How to assign a property group to a particular set of nodes
You also were introduced to the following concepts:

a Property groups

a Properties

30
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In the last chapter you learned how to use property groups to tell NerveCenter to monitor a
particular set of nodes. Polling is one of the ways NerveCenter can monitor these nodes.

This chapter explains:
¢ What a poll is and how it fits into a behavior model
¢ How to create a new poll
¢ How to write a poll condition
¢ How to enable a poll
¢ How to modify a poll condition

This chapter includes the following sections:

Section Description

What is a Poll? on page 32 Explains that a poll monitors a particular set of conditions on your
network.

How to Create a Poll on page 32 Steps you through the process of creating a new poll.

Review and Summary on page 42 Gives you the opportunity to review what you learned.
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What is a Poll?

NerveCenter allows you to proactively monitor conditions on your network through the use of
polls. NerveCenter polls retrieve information from SNMP agents on devices to determine the status
of nodes.

Whenever NerveCenter polls a particular node, it should receive a response. If the poll detects a
particular set of conditions from the node, it generates a trigger that will then cause an alarm to
transition to another state.

Trigger

Poll
d

=
Response

Nodes

Behavior model

FIGURE 4-1. The Role of a Poll within a Behavior Model

How to Create a Poll

In this scenario, you want to know which of the CriticalDevices nodes are experiencing high traffic.
To accomplish this, you must create and enable a poll to check for this condition.

This scenario includes the following four activities:
1. Creating a New Poll on page 33
2. Writing a Poll Condition on page 35
3. Enabling a Poll on page 38
4. Modifying a Poll Condition on page 39
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Creating a New Poll

This first activity will step you through the first stage of the process of creating a poll that checks
for high traffic.

TO CREATE A NEW POLL

1. Open the NerveCenter Client and connect to the appropriate NerveCenter Server.

;. 2. From the Admin menu, choose Poll List.
g| NerveCenter displays the Poll List window.
&l openservice NerveCenter Client - [LOCALHOST:Poll List] A 10l =|
Client  Server Admin  ‘Window View Help 18] =
=1 [~ acri
gl 8 [frocarost =1 4 ool | [l 8 @2 2 [ @ AV 5%
ame | Enabled | Suppressible | Propert: | Base Object |
AuthFail on Mo snmp snmp
AuthouickFail on Mo Snmp Snmp
IFDaka Suppressible NO_PROP ifEnkry
IfErrorRates on Mo iFENEry iFENEry
IfLoadRates on Mo iFENEry iFENEry
ifSkatus on Mo MO_PROP iFENEry
15_IcmpFastPall on Mo nl-ping nl-ping
15_TcmpPall on Mo nl-ping nl-ping
SnmpFastPoll on Mo syskem syskem
SnmpPoll on Mo syskem syskem
55_IcmpFastPoll on Mo nl-ping nl-ping
55 _IempPoll on Mo nl-ping nl-ping
TepConneckionMon on Mo tcp tcp
TcpRetransalg on Mo tcp tcp
TepRetransStatus on Mo tcp tcp
Open Mew Motes Cloze | Help |
| 4

The Poll List window contains summary information about all poll definitions in the
NerveCenter database for the active server. From this window you can open existing poll
definitions or create new ones.

3. Select New.

NerveCenter displays the Poll Definition window.
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[l CAREY:Poll Definition =] E3

Pal | Pall Condition|

Mame I

Property |no_PROP =l

Fart I

Poll Rate
’7|1D © Hours 6 Minutes ¢ Seconds
Enabled [+ Suppressible
’7  0On @ 0ff

Fall Condition

Save | Cancel | Undo | Motes | Help |

In the Name field, type the name for your new poll definition, 1CheckTraffic.
From the Property list select myNodes.

In the last chapter you assigned a particular set of nodes to the CriticalDevices property
group. Since myNodes is unique to the CriticalDevices property group, when you select it
you are telling NerveCenter to monitor only that particular set of nodes.

Leave Port blank.

By leaving the Port text field blank you are telling this poll to communicate with each node
on the port specified in the node’s definition. (This would have been done by your network
administrator.)

In the Poll Rate area, type 30 in the field and select the Seconds button.

This sets the poll rate at 30 seconds.

You are now ready to define the core of your poll, the poll condition. The next activity will step you
through that process.
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Writing a Poll Condition

The core of each poll is its poll condition. A poll condition is a Perl script describing the conditions
the poll should monitor. The poll condition also defines what trigger to fire when the poll detects
those conditions.

This next activity will step you through the process of writing a poll condition for the
1CheckTraffic poll.

TO WRITE A POLL CONDITION

1.

In the Poll Definition window, select the Poll Condition tab.

NerveCenter displays the Poll Condition page.

&l STRIDER:Poll Definition =] E3
Pol Pl Condition |

Base Object Attribute

|<N0 Selectior:: j

[T Execute Perlin Global Space

Pall Condition Wersion of Pall Data IUNkHDWH

Clear |

Save | Cancel | Undo | Motes | Help

From the Base Object drop-down list, select ifEntry.

Selecting this Management Information Base (MIB) base object tells the poll condition to
reference only the ifEntry object.

In the Attribute list, double-click the attribute ifInOctets.
ifEntry.ifInOctets appears in the Poll Condition text field.
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% NOTE

Although you may include as many attributes as you like in a poll
condition, each poll may use only one MIB base object.

4. Inthe Poll Condition text field, position the cursor before ifEntry.ifInOctets. Then type if(
so that the expression states this:

if( ifEntry.ifInOctets

5. With the cursor still at the position between if( and ifEntry.ifInOctets, right-click. Select
Other functions, then delta.

The word delta and a left parenthesis appears in the expression.

The delta in this expression will return the difference between the values of
ifEntry.ifInOctets taken over two consecutive polling instances.

6. Type in the necessary characters to complete the expression, so that it looks like the
following:

if( delta( ifEntry.ifInOctets) >= 5)
{

}

To ensure that this poll will find a high-traffic condition, a low number for ifInOctets (five)
is being used. In a real poll, you will want to define poll conditions based on the
performance statistics for your network.

7. Position the cursor on the line between the two brackets and right-click. Select Other
functions, then FireTrigger.

The word FireTrigger and a left parenthesis appears in the expression.
8. Type “portTraffic”);

This tells the poll to fire the trigger portTraffic if it detects a difference between the values of
ifEntry.ifInOctets of two successive polls to be at least five.

The entire expression should looks like this:

if(delta( ifEntry.ifInOctets)>=5)

{
FireTrigger( “portTraffic™);

}
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& TP
You can always type the entire expression manually. Right-click selections
allow you to see what elements are available to build a poll condition. Just
be sure to use the correct syntax.

9. Select Save.

You have now completed writing your poll condition. Before 1CheckTraffic can begin polling, you
must complete a few more steps as explained in Enabling a Poll.

What is a trigger?

In the last activity you had the poll fire a trigger if it detects a certain condition. While writing
the poll condition, you created the trigger portTraffic.

A trigger is a flag that can be generated by one of the following:
¢ Anpoll
¢ Atrap mask
¢+ Analarm
¢ A Perl subroutine

Triggers cause alarms to transition from one state to another. Such a transition may cause
NerveCenter to take certain actions.
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Enabling a Poll

You have just completed creating the 1CheckTraffic poll, which will poll all the nodes in the
CriticalDevices property group for the number of ifEntry.ifInOctets. When the poll detects high-
traffic conditions (what we’ve defined as a difference of five), it will fire the trigger portTraffic.

For this poll to begin actively polling, it must be enabled.

TO ENABLE A POLL

1. In the Poll Definition window, select the Poll tab.

NerveCenter displays the Poll page.

ESl CAREY:Poll Definition : 1CheckTraffic

Pal | Pall Condition|

Name [1CheckTraffic]

Froperty

I myModes j

Fart I

Poll Rate

’7|3U " Hours
Enabled

’7  0On @ 0ff

Fall Condition

© Minutes % Seconds

IV Suppressible

if [deltal ifEntry.ifindctets 1>=5)
{

FireTrigger| "portTraffic");
'

Save I

Cancel | Unda | Motes

| Help

The poll condition now appears in the poll condition window on the Poll page.

2. Inthe Enabled frame, select On.

Notice that once the poll is enabled, all active fields and buttons are grayed out. A poll must

be disabled to

3. Select Save.

be modified.
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You have just enabled the poll 1CheckTraffic. However, because of a NerveCenter feature called
smart polling, this poll will not work until you create an alarm that is instantiated by its trigger. You
will learn how to create this alarm in the next chapter, How to Use Alarms on page 45.

What is smart polling?

In the previous activity, you enabled the 1CheckTraffic poll. However, because of smart polling,
NerveCenter will not poll the CriticalDevices nodes until an alarm has been created that includes
the portTraffic trigger.

Smart polling is a feature of NerveCenter designed to minimize the amount of traffic polls
generate. NerveCenter sends a poll to a node only if the poll:

+ s part of a behavior model designed to manage that node

+ Can cause an immediate state transition in an alarm

+ The poll’s base object exists as a property in the node’s property group

Modifying a Poll Condition

Before creating an alarm associated with the 1CheckTraffic poll, you should modify the poll
condition to improve the poll, which gives you a chance to see an additional feature of the poll list.

TO MODIFY A POLL CONDITION

1. From the Admin menu, choose Poll List.

NerveCenter displays the Poll List window.

[l CAREY-Poll List IH[=] E3

Mame | Enabled | Suppressible | Froperty | Base Object =
1Check Traffic On Suppressible myModes ifEntry

AuthF ail On Suppressible shmp shmp
AuthuickF ail On Suppressible shmp shmp

CollectR outes On Suppressible router ipRouteE ntry
GotSysteminfo On Suppressible MO_PROF system

HighE rrorF ate On Suppressible MO_PROF ifEntry
HighLoad On Suppressible MO_PROF ifEntry

lrpnF AztPall MNn Mn nl-rinn nl-rinn _ILI
4 3

[Ipen | Mew [{iotes Cloze | Help |
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Notice that the 1CheckTraffic poll is listed as being enabled. You will need to turn it off
before we can modify it.

2. Right-click on the 1CheckTraffic poll.

Notice that the pop-up menu gives you several ways to alter the poll without entering the
Poll Definition window.

3. Select Off.
You could also have turned off the poll from within the Poll Definition window.
4. Select Open.
5. In the Poll Definition window, select the Poll Condition tab.
6. Modify the poll expression in the Poll Condition field so that it looks like this:

if((delta( ifEntry.ifInOctets )>=5) and
(delta( ifEntry.ifOutOctets )>=5))

{
FireTrigger( “portTraffic” );

The modified poll will now check for an increase of incoming traffic, as well as outgoing.

7. In the Poll Definition window, select the Poll tab.
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ESl CAREY:Poll Definition : 1CheckTraffic

Pal | Pall Condition|

Name [1CheckTraffic
Froperty I myModes j
Fart |

Poll Rate
’7|3U © Hours €7 Minutes & Seconds

Enabled [+ Suppressible
’7  On @ 0ff
Fall Condition

if[deltal fEntry.ifindctets 1>=50) and
[deltal FEntry.ifOutOctets 1>=5])
i

FireTrigger| "portTraffic" ]
'

Save I Cancel | Undo Motes Help

8. Inthe Enabled frame, select On.

9. Select Save.

Now you have created, modified, and enabled the 1CheckTraffic poll. In Chapter 5, How to Use
Alarms you will create an alarm that will transition states when your new poll generates the
portTraffic trigger.
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Review and Summary

The following section includes exercises and questions to help you review what you have learned
in this chapter.

Review Exercises

Complete the following exercises using the skills you learned in this chapter.

1. Create a new poll to check if a host on your network can function as a gateway. Some of the
actions you will take include:

a. Naming the poll 1IFindGateways

b. Selecting the MIB base object ip

c. Using the attribute ipForwarding

d. Generating a trigger called gotGateway

2. Modify the 1CheckTraffic poll to generate the trigger notBusy if the true conditions are not
met.

= TIp
Include an else statement in the poll condition.
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Review Questions

Answer the following questions using the knowledge you learned in this chapter. See the Answers
to the Chapter 3 Review Questions on page 139.

1. How can you configure a poll to monitor only the file servers on your network?

2. What is a trigger?

3. How many different MIB base objects can you use to form a complex poll condition?

4. What conditions must be met for a poll to be active?
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Summary of What You Learned

In this chapter you learned how to use a poll in NerveCenter. You also learned several hew
concepts. The checklist below should help you review once more before going to the next chapter.

You learned:

u How to create a new poll

u How to write a poll condition

u How to enable a poll

u How to modify poll

You also were introduced to the following concepts:
(] Polls

u Triggers

u Smart polling
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In the last chapter, you learned how to create and enable polls to monitor certain conditions on your
network. However, a poll will only work if it can cause an alarm to transition. Alarms are at the
heart of NerveCenter’s behavior models.

This chapter explains:
¢ What an alarm is and how it fits in a behavior model
* How to create a new alarm
¢ How to design a state diagram
¢ How to enable an alarm
¢ How to modify an alarm

This chapter includes the following sections:

Section Description

What is an Alarm? on page 46 Explains that an alarm is a NerveCenter object that correlates one or
more detected network events and performs certain actions in response
to those events.

How to Create an Alarm on Steps you through the process of creating, enabling, and modifying a
page 47 new alarm.

Review and Summary on Gives you the opportunity to review what you learned.

page 59
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What is an Alarm?

At the heart of a NerveCenter behavior model is one or more alarms. An alarm is an object that
correlates one or more detected network events and performs certain actions in response to those
events.

Alarms stay in a normal state, usually called Ground. When the alarm manager sees a trigger whose
key attributes match those of a pending alarm transition, the manager causes the alarm to move
from one state to another. NerveCenter then performs any of the actions associated with that
transition.

p| Trigger

J

Poll g
Poll
Response Alarm
=
Nodes
Trap w Trigger

Mask

\

Behavior model

FIGURE 5-1. The Role of an Alarm within a Behavior Model

NerveCenter ignores alarms until they are instantiated. Instantiated alarms have transitioned from
Ground into another state.
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How to Create an Alarm

As in the last scenario, you want to know which of the CriticalDevices nodes are experiencing high
traffic. Now that you have created the poll 1CheckTraffic, you must create an alarm that will notify
you when NerveCenter has detected high traffic.

This scenario includes five activities:
1. Creating a New Alarm on page 47
2. Designing a State Diagram on page 49
3. Enabling an Alarm on page 52
4. Modifying Alarm State Diagrams on page 55
5. Adding Another State to an Alarm on page 57

Creating a New Alarm

This first activity steps you through the first stage of creating a new alarm to monitor high traffic.

TO CREATE A NEW ALARM

1. Open the NerveCenter Client and connect to the appropriate NerveCenter Server.

F 2. From the Admin menu, choose Alarm Definition List.

NerveCenter displays the Alarm Definition List window.

&l CAREY:Alarm Definition List M= 3
Mame | Enabled | Froperty | Scope -
Authentication Qff MO_PROF Subobiject
BetterMode Qff MO_PROF Mode
BetterR outer Of router-sub Mode —
Dizcavery Qff MO_PROF Enterprize
DizcoverylompStatus - OFf icmpStatus Mode
DizcoverySnmpSta...  Off system Mode
DSCollectRoutes Of Tauter Mode
DSlempStatus Qff icmpStatus Mode
D5SnmpStatus Qff system Mode -
«| | B
[Ipen I Mew | Alarms | [{iotes | Cloze | Help |

This window lists all the alarms in the NerveCenter database.
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In the Alarm Definition List window, select New.
NerveCenter displays the Alarm Definition window.

The Alarm Definition window allows you to examine, create, or change an alarm definition
that is implemented through the state diagram. The next activity steps you through the
process of designing the state diagram. You must first name the alarm and limit the nodes it
will monitor.

F. BLUERIDGE:Alarm Definition M= 3

.||e|r|
E

Mame I Froperty IND_PHDP j Scope INode j
Enabled
= 0n & Of ™ Clear Triggers for Fieset To Ground or Off
State List Transition List
State Severit From State | To State | Trigger
Ground Mormal
Save | Cancel | Undo | Motes | Help

In the Name field, type 1HighTraffic.
From the Property list, select the myNodes property.

By selecting the myNodes property, you are limiting the alarm to monitor only nodes in the
CriticalDevices property group.

In this case, limiting the nodes is redundant, because you have already limited the related
1CheckTraffic poll to this property group. If you had wanted the alarm to monitor all the
nodes in your network, you would have selected the property NO_PROP.

From the Scope list, select SubObject.

By selecting the SubObject scope, you are telling the alarm to monitor each port on each
CriticalDevices node separately. Using scope in alarms is an advanced topic that is discussed
in How to Use Alarm Scope in Behavior Models on page 101.

Select Save.
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You have just set the parameters of your new alarm by naming it, limiting it to the CriticalDevices
property group, and setting the scope to the SubObject level. In the next activity you will design the
core of the alarm, the State Diagram.

What is a state diagram?

In the next activity you will be designing the state diagram for the 1HighTraffic alarm.

An alarm’s state diagram is the area where you define the potential states of the alarm and what
would trigger an instance of that alarm.

Every alarm must have at least a normal state. This is usually called Ground and is designated by
a dark green hexagon in the state diagram.

Designing a State Diagram

This next activity steps you through the process of designing a state diagram for the 1HighTraffic
alarm.

TO DESIGN A STATE DIAGRAM

1. From the toolbar at the top of the Alarm Definition window, select Add State. NerveCenter

displays the State Definition window.
L

State Definition EHE

M ame: I

EI@ Severity
EI@ Fault

=
. - B Ciitical
(- O Major
(- O Minor
(- B W aming
(- B Inform
(- B Special
[ B Momal
£ Traffic

&
----- B Saturated

..... O High x|
QK I Cancel | Help |

2. Inthe Name field, type Busy.
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3. Under Severity > Traffic, select Low.
4.  Select OK.

The State Definition window closes. An icon appears in the top left corner with the name of
your new state, Busy, and a bright green color, indicating a low severity.

5. Position the Busy state icon in the middle of the state diagram.

6. From the toolbar at the top of the Alarm Definition window, select Add Transition.

The Transition Definition window appears.

Transzition Definition EHE
r Transition
From Trigger To
— | =l =
— Action
Type | Argument

Mew Action w | Update .t’-‘-_c,lionl Delete .t’-‘n.c,lionl
QK I Cancel | Help |

7. Inthe From list, select Ground. In the To list, select Busy.

You are creating an instance when the alarm will transition from the Ground state to the
Busy state.

8. Inthe Trigger list, select portTraffic.

You are telling the alarm to transition to the Busy state whenever NerveCenter fires the
portTraffic trigger. In Chapter 4, How to Use Polls you created a poll that would fire
portTraffic under certain high-traffic conditions.

The Trigger list in the Transition Definition window contains all the predefined triggers and
user-defined triggers in NerveCenter’s database.

9. Inthe Actions area, select New Action.

A list of alarm actions appears. You can associate one or more of these actions with each
transition in a state diagram. A transition does not need an action.

10. From the alarm action list, select Beep.
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The Beep Action window appears.

Beep Action EHE

FrequencyHz]: Im
Duration[miliseconds]|50 Cancel |
Help |

Some actions require additional information. For the Beep action, the beep’s frequency and
duration can be changed. Notice the fields include default values.

In the Beep Action window, select OK.

Beep now appears under the list of actions for this transition.

In the Transition Definition window, select OK.

In the state diagram, a transition named portTraffic connects the states Ground and Busy.
Notice the transition name, portTraffic, is the same as the trigger that causes this transition.
In the Alarm Definition window, select Save.

Select Cancel to close the window.

You have just completed creating your first alarm. In the next activity you will enable the alarm and
the poll to test it out.

What is a transition?

In this last activity you added a transition to the 1HighTraffic alarm called portTraffic.

A transition tells the alarm to move from one state to another whenever a particular trigger is
fired. Each transition can have an action or group of actions associated with it. The transition is
always named the same as the associated trigger.
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Enabling an Alarm

You have just completed creating the 1HighTraffic alarm. You designed the state diagram to
transition the alarm from the Ground state to the Busy state when NerveCenter fires the trigger
portTraffic.

This next activity will step you through the process of enabling your new 1HighTraffic alarm.

TO ENABLE AN ALARM

g| 1. From the Admin menu, choose Poll List.

NerveCenter displays the Poll List window.

The 1CheckTraffic poll should have Enabled listed as On.
2. If the 1CheckTraffic poll is not enabled, turn it on.

F 3. From the Admin menu, choose Alarm Definition List.

NerveCenter displays the Alarm Definition List window.

&l CAREY:Alarm Definition List M= 3
Mame | Enabled | Froperty | Scope -
THighTraffic Qff myModes Subobiject
Authentication Qff MO_PROF Subobiject
BetterMode Qff MO_PROF Mode —
BetterR outer Of router-sub Mode
Dizcavery Qff MO_PROF Enterprize
DizcoverylompStatus - OFf icmpStatus Mode
DizcoverySnmpSta...  Off system Mode
DSCollectRoutes Of Tauter Mode
DSlempStatus Qff icmpStatus Mode _ILI
«| | B

’WI """"" New | Slarnms | [{tes: | Cloze | Help |

The Alarm Definition list should include the new 1HighTraffic alarm.
4. Right-click on the alarm 1HighTraffic.

Notice the pop-up menu gives you several ways to alter the alarm without entering the
Alarm Definition window.

5. Select On.
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This enables the 1HighTraffic alarm.

You soon should hear beeps.

What is NerveCenter doing?

The poll 1CheckTraffic polls the nodes in CriticalDevices for high traffic conditions.
1. The agents respond that the nodes are experiencing high traffic conditions.
2. The poll 1CheckTraffic fires the trigger portTraffic.

3. The trigger portTraffic causes the alarm 1HighTraffic to transition from the
Ground state to the Busy state.

4. NerveCenter performs the action associated with the transition. In this case, it
beeps.

1. High traffic?

=k -4

2. ¥es, high traffic.
3. Fires
portTraffic
trigger

4. portTraffic causes 1HighTraffic to transition 5. NerveCenter

from a Ground state to the Busy State beeps

% NOTE

When the alarm is in the Busy state, NerveCenter will not send the poll out
to the node again because of smart polling.

From the Admin menu, choose Alarm Summary.

NerveCenter displays the Alarm Summary window.
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The Alarm Summary window presents information about the active alarms for the active
server. The alarm summary tree on the left displays folders for the different levels of alarm
severity.

On the right is a list of all the current alarm instances. It includes the following information:
¢ The name of the alarm

¢ The time and date the alarm was instantiated

¢ The node and subobject which had the conditions of interest

+ The name and the severity of the alarm’s current state

+ The name of the trigger that caused the transition

+ The type and name of trigger generator

In the alarm summary tree, there should be numbers beside Low, Traffic, and Severity. In the
alarm instances list, 1HighTraffic probably has several alarm instances.

You originally set the alarm’s Scope to SubObject. The alarm 1HighTraffic, therefore,
monitors each of your node’s ports separately. Because of this there may be more than one
alarm instance per node in your CriticalDevices group. If you had set Scope to Node, it
would have shown no more than one instance per node.

Turn the 1CheckTraffic poll and the 1HighTraffic alarm to Off.

You just created, enabled, and viewed instances of your first poll. Now it is time to modify the
1HighTraffic alarm to make it easier to read and more useful. The next two activities will show you
how to do that.
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Modifying Alarm State Diagrams

There may be times you will want to adjust the icons of the state diagram to make them easier to
read.

This next activity will step you through the process of resizing the icons in the state diagram of the
1HighTraffic alarm.

TO MODIFY AN ALARM'’S STATE DIAGRAM
1. From the Admin menu, select Alarm Definition List.
NerveCenter displays the Alarm Definition List window.

2. From the Alarm Definition list, select 1HighTraffic. Then select Open.

The Alarm Definition window for 1HighTraffic appears.

F . BLUERIDGE:Alarm Definition : T1HighTraffic

Mame I‘IHighTraffic Froperty ImyNodes j Scope ISubDbiect j
Enabled
= 0n & Of ™ Clear Triggers for Fieset To Ground or Off
State List Transition List
State Severit From State | To State | Trigger
Busy Low Ground Busy portTraffic
Ground Mormal

Save I Cancel | Undo | Motes | Help

3. Ifthealarm is on, select Off, then select Save.
Before you can modify an alarm, you must turn it off.

More than likely, the icons for the states and the transitions will be too small to display the
entire names. You will need to resize them.
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4. Right-click anywhere within the state diagram. Select Size.

The State/Transition Size window appears.

State/Transition Size [ %]

Transition Size:

State Size:

Cancel | Help |

The State Size and Transition Size rectangles indicate the current icon size.

5. Drag the handles of the State Size rectangle to change the height and width of the rectangle.
Repeat for the Transition Size rectangle.

6. Select OK.

The State/Transition Size window closes and the icons in the state diagram are now the size
you specified.

F. BLUERIDGE:Alarm Definition : THighTratfic

® | =|e

MName |1H\ghTralfi: Property ImyNDdes j Scope ISubDb\ect j
Enabled
C On 0O I Clear Triggers for Reset To Ground or Off
State List Transition List
State Severil From State | To State | Trigger
Busy Low Ground Busy paitTraffic

Ground Mormal

Save I Cancel | Undo | Mates | Help

7. Select Save.

Now that you have made the state diagram for 1HighTraffic easier to read, it is time to add another
state to it. The next activity will step you through this process.
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Adding Another State to an Alarm

Now that you have resized the icons in your alarm’s state diagram, it is easier to read. There is,
however, an even bigger problem. Currently, 1HighTraffic notifies you whenever high traffic
occurs. But you expect occasional high traffic and don’t want to be bothered every time there is an
occasional traffic spike.

This next activity steps you through the process of adding another state to the 1HighTraffic alarm
so that it will only notify you after a second occurrence of high-traffic conditions.

TO ADD ANOTHER STATE TO AN ALARM

1.

In the Alarm Definition window, make sure 1HighTraffic is turned off.

From the toolbar at the top of the Alarm Definition window, select Add State.

NerveCenter displays the State Definition window.

In the Name field of the State Definition window, type TooBusy. From the Traffic severity
list, select Very High. Then select OK.

The State Definition window closes. An icon appears in the top left corner with the name of
your new state, TooBusy, and a light blue color, indicating a very high severity.

In the state diagram, position the icon for the TooBusy state to the right of the icon for the
Busy state.

From the toolbar at the top of the Alarm Definition window, select Add Transition.
The Transition Definition window appears.

In the From list, select Busy. In the To list, select TooBusy. In the Trigger list, select
portTraffic.

Select New Action. From the Action Alarm list, select Beep. In the Beep Action window,
select OK to keep the default values and close the window.

Beep is added to the actions list.
In the Transition Definition window, select OK.

The Transition Definition window closes, and an icon for the second portTraffic transition
appears between the icons for the Busy state and the TooBusy state.
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10.

11.

12.

13.

14.

F . BLUERIDGE:Alarm Definition : T1HighTraffic

.llﬂll_—'l
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Mame |1HighTraffic =l Seope [subObiect 7]
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O On &0 ™ Clear Triggers for Reset To Ground or Off

Froperty ImyNodes

State List Transition List
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Ground Mormal Ground Busy portTraffic
Busy Low Busy TooBusy portTraffic
iTooBusy WeryHigh
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You may need to adjust the state diagram to make it easier to read.

In the state diagram, double-click the portTraffic transition between the Ground state and
the Busy state.

The Transition Definition window appears. Notice that Beep is still listed in the Actions list.
Since you now want 1HighTraffic to notify you only when there have been two occurrences
of high traffic, you must delete this action.

In the Actions list, select Beep.
The Delete Action button is enabled.
Select Delete Action.

A warning box appears asking if you want to delete the selected action.

& Delete the selected action?
Eancell

Select OK.
The action is deleted from the Actions list.
In the Transition Definition window, select OK.

In the Alarm Definition window, select Save.
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Now, when you enable the 1CheckTraffic poll and the 1HighTraffic alarm, it will only beep after
the second occurrence of high traffic.

In future chapters you will explore other ways to check the persistence of a condition on your
network. But, first you will need to learn how to use NerveCenter to filter traps in Chapter 6, How
to Use Trap Masks.

Review and Summary

The following section includes exercises and questions to help you review what you have learned
in this chapter.

Review Exercises

Complete the following exercises using the skills you learned in this chapter.

1. Create a new alarm that will always fire true triggers. Some of the actions you will take
include:

a. Naming the alarm 1Always

b. Including two states, Ground and True

c. Including a transition between the two states prompted by the trigger TrueTrigger
d. Leaving the actions empty and the alarm off

2. Modify the 1HighTraffic alarm, by changing Scope to Node. Now turn on the
1HighTraffic alarm and the 1CheckTraffic poll.

What is now different about what the Alarm Summary window displays?
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Review Questions

Answer the following questions using the knowledge you learned in this chapter. See the Answers
to the Chapter 4 Review Questions on page 140.

1.  What causes an alarm to move from one state to another?

2. When is it unnecessary to specify a property for an alarm definition?

3. You need an alarm that first checks for high traffic on an interface and only then checks for a
high error rate. Assume that you’ve already defined the necessary polls to collect the
appropriate data. Draw an example of the state diagram below:
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Summary of What You Learned

In this chapter you learned how to create, modify, and enable alarms in NerveCenter. You also

learned several new concepts. The checklist below should help you review once more before going

to the next chapter.

You learned:

How to create an alarm

How to design a state diagram
How to enable an alarm

How to modify an alarm’s state diagram

00000

How to add an additional state to an alarm
You also were introduced to the following concepts:
u Alarm

u State diagram

A Transition
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In the last chapter you learned how to create, modify, and enable alarms. An alarm will only
transition from one state to another when a trigger generator fires a trigger. You have already
created one trigger generator, a poll. In this chapter you will create another type of trigger
generator, a trap mask.

This chapter explains:
¢ What a trap mask is and how it fits in a behavior model
+ How to create a new mask
+ How to create an alarm associated with a mask
+ How to generate an artificial trap
+  How to modify a mask’s trigger function

This chapter includes the following sections:

Section Description

What is a Trap Mask? on Explains that a trap mask fires a trigger when it detects a relevant

page 64 SNMP trap from a managed node or other source.

How to Create a Trap Mask on  Steps you through the process of creating a trap mask and an associated
page 65 alarm.

Review and Summary on Gives you the opportunity to review what you learned.

page 77
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What is a Trap Mask?

Alarms transition from one state to another when NerveCenter fires a trigger. There are four
different types of trigger generators:

¢ Apoll

+  Atrap mask

¢ Another alarm

¢ A Perl subroutine

Trap masks screen SNMP traps. These traps may be sent by managed nodes or by other sources,
such as a NerveCenter server.

A trap mask is similar to a poll in its ability to trigger one or more alarms. Whereas a poll actively
monitors conditions, the mask passively waits until it receives a relevant SNMP trap to act.

Trigger

Behavior model

FIGURE 6-1. The Role of a Trap Mask within a Behavior Model
You, the user, define the complexity of the trigger each mask fires.

64 Learning How to Create Behavior Models Version 5.0



How to Create a Trap Mask

How to Create a Trap Mask

In this next scenario, you want to know if any of the nodes in the CriticalDevices group are
communicating without proper authorization. You will create a trap mask to “mask out” or filter out
any SNMP trap that warns of an authentication failure. Since the mask will be useless without an
associated alarm, you will create an alarm as well.

The scenario includes four activities:
1. Creating a New Trap Mask on page 65
2. Creating an Alarm to be Triggered by a Mask on page 68
3. Using Trapgen to Generate a Trap on page 71

4. Defining a Trigger Function on page 74

Creating a New Trap Mask

This first activity will step you through the process of creating a new trap mask that will listen for
an SNMP trap signaling an authentication failure.

TO CREATE A NEW TRAP MASK

1. Open a NerveCenter Client and connect to an appropriate NerveCenter Server.

2. From the Admin menu, choose Mask L.ist.
M

NerveCenter displays the Mask List window.

Ed CAREY:Mask List [_ O] x]
Mame | Enabled | Trap | Fram | Enterprise | Trigger -
AllTraps On AllTraps allTraps
AuthF ail On AuthF ail authF ail
ColdStart On ColdStart caoldStart
EgpMeighLoss  On EgpMeighloss egpMeighlc
EntSpecific On entSpecific
LaMtClearEw... On Specifice 7> From 1.361.41... TRG_FNC _|
LaMtSetEvents On Specificg 1> From 1.361.41.... TRG_FNC
Link [ ow On Link [ ow linkDown
1ielel I M 1iwmled I Bamle ] Lo,

B [ o]
pen [{tes: Cloze Help |
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The Mask List window contains a list of the trap masks in the NerveCenter database for the

active server.

3. From the Mask List window, select New.

The Mask Definition window appears.

El STRIDER:Mask Definition

Mask | Trigger Function I

Mame I

=l 3

Enabled
C 0n & 0if

Enterprize
I™ | Filter Or Erterprise scope
! From
Enterprize I & [t Dl
— SHMP Yersion — Trigger Type
=1 £ var/va % Tiriggen Function
Generic
I j ) Simple Tingaer
Specific
I Simple Trigger
-1
Trap OID |
Save | Cancel | Undo | Motes | Help |

The Mask Definition window allows you to examine, create, or change a trap mask

definition.

4. In the Name field, type 1CheckAuth.

5. From the Generic list, select the generic trap number AuthFail = 4.

You are telling the mask only to respond to an agent sending a generic SNMP trap 4. An
agent sends a trap 4 when it receives an SNMP message with a bad community string.

6. Skip the From and From Only buttons. Also skip the Enterprise and Specific fields.

These fields will be explained later.

7. Inthe Trigger Type field, select Simple Trigger.

The Simple Trigger field is enabled.
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You would use the Trigger Function option only if you need to conditionally fire a trigger
based on the contents of the trap’s variable bindings. For this activity, a simple trigger will
do.

8. Inthe Simple Trigger field, type authFailTrig.
9. Inthe Enabled frame, select On.

10. Select Save, then Cancel to close.

The mask will now be listening for AuthFail traps. However, as we saw, with the 1CheckTraffic
poll, the trap mask is useless until we have an alarm associated with it. In the next activity you will
create an alarm for the mask.

What is a trap?

In the last activity you created a mask to detect an SNMP trap.
A trap is an unsolicited message sent by an SNMP agent on a managed node.
Traps usually include the following information:

+ A generic number (0-6)

+  An enterprise-specific number

¢ An enterprise name

+ Extra data in structured trailing bytes called variable bindings
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Creating an Alarm to be Triggered by a Mask

In the last activity, you created a mask called 1CheckAuth to detect for SNMP AuthFail traps. You
now need an alarm that will be triggered when the trap is detected.

This next activity steps you through the process of creating an alarm that will alert you when an
authentication failure is detected.

TO CREATE AN ALARM TO BE TRIGGERED BY A MASK

1. From the Admin menu, choose Alarm Definition List.
i NerveCenter displays the Alarm Definition window.

2. From the Alarm Definition List window, select New.
The Alarm Definition window appears.
3. Inthe Name field, type 1FailedAuth.
4. Set the Property field to myNodes and the Scope field to Node.

5. Inthe alarm’s state diagram, add a state with a severity of Major and the name
Trap4Received.

6. Size and position the state icon so that it is easy to read.

7. Create a transition from the Ground state to the Trap4Received state that is triggered by
authFailTrig.

8. Inthe Transition Definition window, select New Action.
A list of action alarms appears.
9. From the alarm action list, select Log to File.

NerveCenter displays the Log to File Action window.
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Log to File Action EHE

File: Mame: I
¥ Diefaul Data
Custom Data
Special Symbol j ﬂ

Enable Verbose Output
’7 & On 0 ’76' On O

QK I Cancel | Help |

In the File Name field, type myLog.

Leave Default Data checked.

Select On in the Enable and Verbose Output fields.

Select OK.

The Log to File Action window closes. The Log to File action is included in the Actions list.

The Log to File alarm action writes information about an alarm transition to an ASCII text
file. Since you entered a file name, the log file will be written to the directory

installation_directory/Log (Windows) or installation_directory/userfiles/logs (UNIX). If

you enter a full pathname, the log file is written to the directory you specified.

In the Transition Definition window, select OK.

The authFailTrig transition now appears in the state diagram. Size and position the icons as

needed.
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F. BLUERIDGE:Alarm Definition : 1FailedAuth

.llﬂll_—'l

o (1_
[ Ground [TrapAReceived

ailedduth Froperty ImyNodes j Scope INode j
Enabled
= 0n & Of ™ Clear Triggers for Fieset To Ground or Off
State List Transition List
State Severit From State | To State | Trigger

Ground Mormal Ground TrapdReceiv... authFailTrg
TrapdReceived  Major

Save | Cancel | Undo | Motes | Help

15. In the Enabled frame, select On.

16. Select Save.

You have just completed creating an alarm that will respond to the 1CheckAuth mask. The only
step left is to have a trap for the mask to detect. The next activity will step you through one way you
can use NerveCenter to generate a trap.
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Using Trapgen to Generate a Trap

In the last activity, you created the 1FailedAuth alarm to respond to the 1CheckAuth mask.
Previously, you created the 1CheckAuth mask to listen for a generic 4 trap. Since SNMP traps are
unsolicited and sent in response to specific conditions on your network, it may be some time until
one of your managed nodes sends this particular trap.

This next activity will step you through the process of artificially creating a generic 4 trap using the
NerveCenter utility trapgen.

TO USE TRAPGEN TO GENERATE A TRAP

1.

2.

Check to make sure the 1CheckAuth mask and the 1FailedAuth alarm are On.
From the command line (MS-DOS command prompt or UNIX shell) type:

trapgen server_name a_node_name 4 0 “”

You are commanding your platform to generate a trap with the following specifications:
+ server_name should be the name of the current active server for NerveCenter.

+  “”for enterprise sends the trap with a default value.

+ a_node_name should be the name of one of your nodes in the CriticalDevices property
group.
+ 4 for generic_trap sends an SNMP trap 4 (AuthFail).

+ 0 for specific_trap is required, since the generic trap is not an enterprise-specific trap
(6).

+ “”for time_stamp sends the trap with a default value.

Press Enter.

Return to the NerveCenter client window. From the Admin menu, choose Alarm
Summary.

NerveCenter displays the Alarm Summary window. The instance for the alarm 1FailedAuth
should appear in the Alarm Summary list.
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5. Locate in the directory installation_directory/Log (Windows) or
installation_directory/userfiles/logs (UNIX) the file myLog. Open this file with an ASCII
text editor such as Notepad (Windows) or vi (UNIX).

B myLog - Notepad M=l E3
File Edit Search Help
Time=87/82/1999 16:24:10 Fri; Logld=1; DestStateSev=Hormal; ‘:J

HodePropertyGroup=HCDefaultGroup; HodeMame=carey;
AlarmMame=A11Traps_LogToFile; OrigState=Ground; TriggerName=allTraps;
DestState=Logging; TrapPduTime=8; TrapPduGenericHumber=4;
TrapPduEnterprise=1.3.6.1.4.1.311.1.1.3.1; TrapPduSpecificHumber=8a;
TriggerInstance=; TriggerBaseObject=

FIGURE 6-2. myLog as it Appears in Note